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Nowadays, we stand before the digital revolution of the 21st century:
smart objects are interconnected and connected to the Internet. It is
predicted that the number of smart objects will reach billions of
devices in the next 10 years. Routing Protocol for Low Power and
Lossy Networks (RPL) proposed by the RoLL working group is a
multi-hop routing protocol used for smart objects networks. In the
RPL protocol, an objective function specifies parent selection and
route construction based on routing metrics. In this paper, we evaluate
the performance of the RPL routing protocol using two objective
functions that are MRHOF and OF0. We use the Cooja tool to simulate
and evaluate network performance. The evaluation results show that
MRHOF performs better than OF0 in terms of average power
consumption, successful data delivery ratio, and adaptive change in the
network. In the poor quality of the transmission medium condition,
MRHOF achieves significantly better performance than OFO0.
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TU KHOA

Giao thuc dinh tuyén RPL
Panh gia hiéu nang

Mang cac dbi tugng théng minh
Ham muc tiéu MRHOF

Ham muyc tiéu OF0

Ngay nay, chung ta dang ding trudc cudc cach mang ki thuat sé cua
thé ky 21 ma & dé cac dbi trong théng minh dwoc két ndi véi nhau
va két ndi vsi mang Internet. Theo dy doan, s luong cac dbi tugng
théng minh s& Ién téi hang ti thiét bi trong 10 nam téi. Giao thirc dinh
tuyén RPL dugc dé xuét boi nhoém cong tac RoLL la mét giao thic
dinh tuyén da ching dwoc sir dung cho mang cac d6i tuong thdng
minh. Trong giao thirc RPL, ham muc tiéu xac dinh viéc lya chon nit
cha va xay dung tuyén duong dwa trén cac thuéc do dinh tuyén.
Trong bai bao nay, ching t6i danh gia hiéu nang hoat dong cua giao
thie dinh tuyén RPL khi st dung ham muc tiéu MRHOF va OFO.
Chung t6i sir dung cong cu Cooja dé md phong va danh gia hiéu nang
mang. Céc két qua danh gia da cho thay ham muc tieu MRHOF dat
duogc két qua tt hon so véi ham muc tiéu OFO0 khi xét vé mirc ning
lwong tiéu thy trung binh, ty 1& chuyén phat thanh cong ban tin di
liéu va sy thay dbi thich tng caa mang. Trong diéu kién chét luong
mdi truong truyén séng khéng tét, ham muc tiéu MRHOF cho hiéu
qua tét hon rd rét so véi ham muc tiéu OFO.
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1. Giéi thiéu

Hién nay, chung ta dang dimg truéc mot cudc cach mang ky thuat s6 cua thé ky 21, d6 1a cac
dbi twong thdng minh két néi thé gisi s6 vai thé gioi vat ly; tir d6 hinh thanh nén maot kién tric
mang Internet méi trong tuong lai: Kién trac Internet of Things (IoT) [1]. Nguoi ta da du doan
rang sb lugng cac dbi tugng théng minh s& tang 1én t6i hang ti thiét bi trong 10 ndm t6i va s& co
nhitng thay ddi co ban trong céch thirc dé con ngudi tuong tac vei ca thé gisi sb va thé gioi vat
ly. Mang cac ddi tuong thdng minh c6 rat nhiéu g dung tiém nang nhu ty dong hoa toa nha [2],
ngdi nha théng minh [3], tu dong hoéa trong san xuat céng nghiép [4], ludi dién théng minh [5],
thanh phé théng minh, hé thdng theo ddi stc khoe [6].

Dinh tuyén 12 mét phan quan trong trong két ndi mang. Suét hai thap ky qua, nhiéu giao thirc
dinh tuyén IP da duoc dé xuat. Mot s6 giao thirc nay ban dau duoc thiét ké danh cho cac bo dinh
tuyén véi nguon tai nguyén han ché, hd trg cac giao dién toc do thap nhung dic diém cua cac
mang nay khac nhiéu so véi mang cac ddi tuong thong minh.

V6i cac ddc trung cia Mang cac dbi tugng thdng minh, rat nhiéu thach thirc méi dugc dat ra
can phai giai quyét, mot s6 van dé tiéu biéu hién dang duoc cac nha nghién cau tap trung giai
quyet bao gém: Céc thiét bi trong mang c6 ngudn tai nguyén vé ning lwong, bé nhé va CPU han
ché; mang cac ddi tugng thong minh thuong l1a cac mang Ad hoc boi vi vi tri cua cac nit mang
thuong khong dugce xéc dinh truéc; cac nit mang duoc két ndi véi nhau boi cac lién két khong
dang tin cay, dac biét 12 khi so sanh véi céac lién két c6 day nhu Ethernet hodc lién két cap quang;
cac nit thuong & ché do ngu trong thoi gian dai. Tly thudc vao thiét bi, n(t mang c6 thé & cac
trang thai ché d6 ngii khac nhau. Diéu ndy anh hudong dén mirc tiéu thu ning luong trong mang.

Dé xay dung kién tric IP cho mang cac ddi twong théng minh hoat dong theo chuan IEEE
802.15.4, t6 chirc chuan hda qudc té IETF da thanh 1ap nhom cong tac RoLL. IETF giao cho
nhom RoLL giai quyét bai toan dinh tuyén qua kénh truyén tén hao va cong suat thap nham
chuan héa giao thirc dinh tuyén IPv6 cho céc thiét bi han ché vé tai nguyén. Nhom nay di xac
dinh giao thirc dinh tuyén RPL (IPv6 Routing Protocol for Low power and Lossy network) nhim
xay dung mot cau trac lién két mang bén virng qua céc lién két ton hao [7].

Trong bai bao nay, chlng téi tap trung nghién ciru, phan tich hiéu qua hoat dong cua giao thirc
RPL khi st dung cac thude do dinh tuyén va ham muc tiéu khac nhau dé xay dung ciu tric lién
két mang [8]-[10]. Ching tdi sir dung cong cu md phong Cooja [11] d¢ md phong va danh gia.
Cooja la mot cong cu mo phong gia 1ap phan cung va duogc sir dung kha hiéu qua trong nghién
clru V& mang cac doi tuong théng minh.

Phan con lai cia bai bao duoc trinh bay theo b cuc sau day: Nhiing phén tich vé hoat dong
cua giao thirc RPL s& duoc gigi thiéu & phan 2 cua bai b4o. Trong phan 3, chlng t6i s& thao luan
vé cac ham muc tiéu duoc sir dung cho giao thirc RPL. Céc két qua md phong, danh gia duoc
trinh bay trong phan 4 cua bai bao va cudi cung la mot sb két luan.

2. Giao thire dinh tuyén RPL

RPL 1a mot giao thtrc dinh tuyén duogc thiét ké cho cac thiét bi c6 tai nguyén han ché vé kha
nang xt 1y, nang luong va bo nha. Lién két gitra cac nit mang trong giao thirc RPL 1a céc lién két
t6n hao va téc do dir liéu thap. Tinh t6n hao cua cac lién két anh huong dén cac quyét dinh trong
viéc thiét ké giao thirc RPL. Trong nhitng mang nay, luu lugng ban tin dit lieu thuong bi gisi han
va luu luong ban tin didu khién nén duoc giam xudng & muc thdp nhét cé thé dé tiét kiém bing
thong va nang luong.

Giao thic RPL xay dung cau tric mang gom mot hoic nhiéu DODAG (Destination Oriented
Direct Acyclic Graph). Cac tuyén duong trong DODAG duoc t6i wu theo mot ham muyc tiéu OF
(Objective Function). Véi nhirng trién khai mang khac nhau thi cac muc tiéu ciing khac nhau va
ngay ca trong mot mang ciing co thé hd trg luu lugng véi cac yéu cau rat khac nhau vé chat
luong tuyén duong.
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“HU'ONG XUONG"
HUONG LEN

BAC 3

BAC4

BACS

Hinh 1. Vi du vé mgt DODAG Hinh 2. Kién trdc giao thic mang [12]

Vi dy vé mot DODAG duoc minh hoa ¢ Hinh 1. Khac véi cac cau tric lién két hinh cay, cac
DODAG cung cap nhitng duong dan du thira va day 1a mot yéu cau bat bugc trong cac mang ton
hao. Do vay, giao thirc RPL ¢ thé cung cap nhiéu hon mot tuyén duong tir mot nat dén nat géc
DODAG va tham chi dén ca nhitng n(t khéc trong mang.

Dé xay dung ciu trc lién két mang, giao thic RPL st dung ba loai ban tin diéu khién
ICMPv6 d6 la ban tin DIO (DODAG Information Object), ban tin DAO (Destination
Advertisement Object) va ban tin DIS (DODAG Information Solicitation). DIO la ban tin mang
thong tin vé DODAG. Mét nit cd thé yéu cau thdng tin vé DODAG bang cach giri ban tin DIS dé
y&u cau cac nut khac phan hoi bang céac ban tin DIO. Cac ndt s& phai theo ddi cac ban tin DIO
trugc khi ching tham gia vao mot DODAG. DAO la ban tin nham quang ba kha ning tham gia
vao qué trinh dinh tuyén theo chiéu huéng xudng trong DODAG. Khi mot nut da tham gia vao
mot DODAG thi n6 s& ¢6 mot tuyén duong hudng vé mot nat gbe dé hd tro luu luong MP2P
(Multi-Point to Point) tir cac ndt thanh vién vé nit gdc.

Giao thtrc dinh tuyén RPL da duoc thuc thi trén hé diéu hanh Contiki [13]. Hinh 2 minh hoa
kién trlc giao thic mang duoc thyc thi trén hé diéu hanh Contiki. Ngin xép truyén théng ulPv6
goi dén module ContikiRPL khi nhan dugc ban tin ICMPV6 (DIO, DIS, DAO) hoic khi can tim
kiém céc nat 1an can. Module ContikiRPL goi dén ngin xép truyén thong ulPv6 dé thiét lap tuyén
dudng trong céc bang dinh tuyén.

Hinh 3 va Hinh 4 minh hoa luu db thuat toan & pha khai tao va xu Iy cac su kién cua nit goc
khi thyc thi giao thirc RPL trong hé diéu hanh Contiki.

Khi khoi tao mang, nhimg nat dugc lya chon 1am ndt géc thuc hién qué trinh thiét 1ap dia chi
IPV6, cong két ndi va nhitng thdng sé dinh tuyén cia DODAG nhu DODAGID, RPLInstancelD,
Object Function,... Nhiing thong tin cia DODAG duoc nit gbc dua vao ban tin DIO va gui t6i
nhitng nit khac trong mang. Sau qué trinh khoi tao, ndt goc hoat dong theo co ché Event —
driven. TQy theo nhiing su kién dén cu thé, nit gbc dua ra nhiing xir 1y twong ng.

Bat dau S KIEN

Huy ban tin

‘ Thiét 1ap dia chi IPv6 ‘

v Gii ban tin DIO
Khé&i tao DODAG: DODAGID,
RPLInstancelD, Version Number,
Rank, OF...
‘ s
Phat Multicast ban tin DIO 2 . .1 A .
‘ ‘ Nhan ban tin —— Ban tin X1y ban tin Két thuc

¢ div ligu? div liéu

‘ Thiét 1ap Server connection ‘

$ DIO Timer Gri ban tin DIO
O ‘ Ch& sy kigén ‘

Hinh 3. Pha khéi tgo cua nit goc Hinh 4. Co ché diéu khién su kién cia nit goc
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Céc Hinh 5, 6 1a luu d6 thuat toan ¢ pha khoi tao va xir ly cac sy kién cua cac ndt thanh vién

trong ContikiRPL.

Thiét 1ap dia chi IPv6

\J

Khéi tao cac bd dinh thoi

A

Cho sw kién

Hinh 5. Pha khdi tao cua cac nit thanh vién

ban tin dir liéu
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tin div liéu

DODAG?

Trong mot

Gri
ban tin dir liéu

DIS Timer

DIO Timer P~ Gwi ban tin DIO
DAO Timer > Gu’l’b.an’tm DAO
téi nat cha

DODAG?

Trong mét

Grri )
ban tin DIS @

f

Hinh 6. Co ché diéu khién su kién cuiia nGt thanh vién

SU KIEN Tham gia DODAG
\
Nhan RPLInstance Cap nhat thong tin Khé&i dong lai
ban tin DIO > dwoc hé tro? DODAG bé dinh th&i DIO
Két thuc
Nhan RPLInstance b Guwi tra lovi
ban tin DIS ] ’ dwoc hé tro? ban tin DIO
Nhan o | Chuyén tiép ban I
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Trong pha khai tao, cac ndt thanh vién thyc hién qua trinh thiét lap dia chi IPv6 va khoi dong
céc bo dinh thoi dé guri cac ban tin DIS toi cac nat 1an can trong mang khi nat chua tham gia vao
bat ky DODAG nao.

Sau pha khai tao, mi nit sé thiét lap duoc nhitng thong tin ban dau va bat dau nhan, xu ly
nhitng ban tin ICMPv6 trong mang. Sau khi tham gia vao nhimg DODAG duoc hd tro, nit thanh
vién hoat dong theo co ché Event — driven dugc minh hoa & Hinh 6.

3. Ham muc tiéu

Trong bai bao nay, chdng t6i phan tich hiéu qua hoat dong cua giao thuc RPL dya trén hai
ham muc tiéu, d6 1a MRHOF va OF0.

® —)

Db
Hinh 7. ETX cia mét lién két
Ham muc tieu MRHOF sir dung thuéc do dinh tuyén ETX [14] dé tinh toan Rank khi xay
dung DODAG. Thuéc do dinh tuyén ETX dic trung cho s lan truyén dan goi tin trung binh can
thiét dé truyén thanh cong mot géi tin. Thude do dinh tuyén ETX cua mat lién két & Hinh 7 ¢6
thé duoc tinh toan theo cdng thic sau:

ETX = !

D, 1)

Trong d6: Dy 1a ty I chuyén phat thanh cong ban tin theo chiéu tir nat A dén nit B; Dy la ty I¢
chuyén phéat thanh cong ban tin theo chiéu nguoc lai tir nat B dén nat A.

Tuyén duong c6 ETX nho nhit 12 tuyén duong co do tin cay cao nhét va hiéu qua vé ning
lwong nhat. M&i nit s& tinh toan gia tri ETX dén céc ndt cha (ng vién va lya chon ndt cha sao
cho tuyén duodng di qua nit cha d6 dén nat goc c6 gia tri ETX la nho nhét.

Mot nit N bat ky & trong mang c6 thé tinh toan Rank cua né thong qua Rank cua cac nut cha
ung Vvién theo cong thuc sau:

R(N)=R(P)+ETX (2)

Trong d6, R(P) 1a Rank cuia céc nit cha ung vién va ETX la chat luong lién két gitra nit N va
nat cha Gmg vién. Sau khi nut N tinh toan dwoc gié tri R(N), nat N s€ lya chon mét nat cha trong
danh sach céc ndt cha tng vién sao cho R(N) 1a nho nhét.

Ham muc tiéu OFO st dung thudce do dinh tuyén sb budc nhay (HC) dé tinh toan Rank. Thuéc
do dinh tuyen HC xac dinh s6 cac ndt trung gian ma goi tin can phai di qua trén tuyen duong tu
nat nguon dén nut dich. Tuyén duong tbi uu dugc lya chon la tuyén duong c6 sé budc nhay dén
nat gbc 1a nho nhat. Khi sir dung ham muc tiéu OF0, mai nut s& tinh toan Rank caa né duya trén
Rank cua cac nit cha trng vién theo céng thirc sau:

R(N)=R(P)+ DEFAULT _MIN _HOP _RANK _ INCREASE (3)

Trong d6, DEFAULT MIN HOP RANK INCREASE la moét hang s6 dugce quy dinh bang
256 trong tai liéu RFC 6550 [15]. NGt N s& lya chon nit cha sao cho gié tri R(N) 1a nho nhat.

4. M6 phong va danh gia
4.1. Kich ban md pheng

Chlng t6i thyc hién md phong véi cong cu mod phong Cooja. Mang dugc chia thanh nhleu
cum nhé khac nhau. Do cac cum la glong nhau nén ching t6i chi md phong mot cum bao gom 23
nit mang. CAc nt mang dwoc phan bb ngau nhién trong khu vigc 100m x 100m. Mdi cum bao
gom mot nit goc nam & trung tam cum (ndt s6 23) va 22 nit khéc 1a nhitng nat thanh vién co
nhiém vy thu thap va gui dit liéu vé cho nat gbc nhu Hinh 8.
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Hinh 8. M6 hinh mét cum gom 23 nit mang
Céc tham s duoc sir dung trong sudt thoi gian danh gia mé phong duoc tom tit & Bang 1. Mo
hinh truyén théng vo tuyén duoc sir dung trong md phong 1a md hinh truyén théng UDI [16],
trong d6 pham vi truyén théng hiéu qua 1a 30m va pham vi anh huong cia nhiéu 1a 50m. Giao
thie tiét kiém niang luong & 16p MAC duoc sir dung trong kich ban mé phong la giao thic
ContikiMAC [17].

Bang 1. Kich badn md phong

Céc tham sé Gié tri
M0 hinh truyén thong vo tuyén UDI (Unit Disk Graph with Distance Interference)
Sb nt mang 23
Kich thudc mang (m x m) 100 x 100

Pham vi truyén hiéu qua: 30

Pham vi phu song caa ndt (m) Pham vi anh huong caa nhidu: 50

Ty lé truyén nhan thanh cong (%) 70, 80, 90
Chu ky gui gdi tin di liéu 60s
Nguon giri goi tin di liéu Tat ca cac nut trong mang
Giao thirc 16p MAC CSMA/ContikiMAC

4.2. Két qud mo phéng

Hinh 9, 10, 11 lan luot la két qua mo phong danh gia so sanh cong suét tiéu thu trung binh
trong mang, ty ¢ chuyén phat thanh cong goi tin dir liéu va so lan thay doi nut cha trung binh
trong mang doi voéi giao thirc RPL khi str dung hai ham muc tiéu MRHOF va OFO.

% 1234 120
E H 1.058 1067 1.001 1.014 E 100 96.6 94.4
3 4 £~ 874 g4
2 i 7.5
g 08 .:':'z 80 69:5
%u.s B MRHOF %% &0 B MRHOF
@ . W=
E 04 o 55 -
W £%
a 02 @ 20 -
5 s
o 0 0 -
70% 80% 0% 0% 80% 90%
Ty Ié truyén nhan thanh céng Ty 1& truyén nhan thanh cong
Hinh 9. So sanh cong sudt tiéu thy trung binh Hinh 10. So sanh ty I¢ chuyén phat thanh cong
trong mang goi tin dr ligu
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0.25 6235 6235

0.2

0.15

B MRHOF
0.1

=0F0
0.058

0.05 -+

$6 [an thay ddi nut cha trung binh

0 0 0

70% 80% 90%
Ty & truyén nhén thanh céng

Hinh 11. So sanh s6 lan thay d@6i nut cha trung binh trong mang

Két qua mé phong & Hinh 9 cho thiy, cong suét tiéu thu trung binh trong mang khi giao thirc
RPL sir dung ham muc tiéu MRHOF thap hon so véi truong hop sir dung ham muc tiéu OF0. Véi
ham muc tiéu MRHOF, thude do dinh tuyén duogc str dung 12 ETX. Tuyén duong téi vu dugc lya
chon khi sir dung ham muyc tiéu MRHOF 4 tuyén duong c6 ETX nho nhét va ciing 1a tuyén
duong c6 chat luong lién két tét nhat, co s lan truyén it nhat. Trong mang cac d01 tuong thdng
minh, qua trinh truyen nhan cac g0| tin dit liéu 1a tiéu ton ning luong. Do do, tuyén dudng co so
Ian truyén it nhat ciing chinh 1a tuyén duong tiét Kiém nang lugng nhat. Nhu vay, ham muc tiéu
MRHOF rit pht hop V6i mang céac dbi twong thdng minh hoat dong bang pin. Trong cac mang
hoat dong bang pin thi van dé tiét kiém ndng lugng la mot yéu cau quan trong.

Két qua md phong ¢ Hinh 10 cho thay ty Ié chuyén phat thanh cong goi tin dit liéu trong mang
khi giao thirc RPL sir dung ham muc tiéu MRHOF cho két qua tét hon so véi truong hop sir dung
ham muc tiéu OF0. Ham muc tiéu MRHOF sir dung thudc do dinh tuyén ETX cho phép lya chon
tuyén dudng c6 chat lugng lién két tt nhat nén ty 1& chuyén phat thanh cong géi tin di liéu cao
hon so véi trudng hop ham muc tiéu OFO sir dung thude do dinh tuyén sb budc nhay. Diéu nay
cang thé hién rd khi chat lugng méi truong truyén séng trong mang khong tot.

Dé danh gia vé do 6n dinh cia mang, ching tdi dua vao sb lan thay doi nit cha trung binh
trong mang. Hinh 11 cho thy khi sir dung ham muc tiéu MRHOF thi cAu triic lién két mang c6
su diéu chinh thich &ng véi chat lugng moéi truong truyen s6ng tot hon so vai truong hop sur dung
ham muc tiéu OF0. Trong diéu kién moéi truong truyen s6ng co chat lugng khong tot (ty 1é truyén
nhan thanh cong chi bang 70% hoic 80%) thi ciu tric lién két mang khi sir dung ham muc tiéu
MRHOF di c6 sy diéu chinh nhiéu hon. Tuy nhién, khi méi truong truyén séng cd chat lugng tot
(ty Ié truyén nhan thanh céng bang 90%) thi cau tric lién két mang rat 6n dinh khi sir dung ca hai
ham muyc tiéu MRHOF va OFO.

5. Két luan

Trong bai bao nay, ching t6i da trinh bay mot sé két qua danh gia hiéu ning cua giao thic
RPL khi sir dung hai ham muc tieu MRHOF va OF0. Cac két qua md phong cho thiy giao thuc
RPL khi sir dung ham muc tiéu MRHOF dat duoc hiéu qua tt hon so véi truong hop st dung
ham muc tiéu OF0. Trong diéu kién chat luong méi truong truyén song khdng tét, ham muc tiéu
MRHOF cho hiéu qua tot hon rd rét so voi ham muc tiéu OF0. Céc két qua md phong nay rat cé
¥ nghia trudc khi chiing t6i tién hanh trién khai nhirng thuc nghiém ddi véi giao thic RPL.
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