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Internet is expected to better support many applications such as
multimedia applications with limited bandwidth, low delay and packet
loss rate requirements. Therefore, there is a need for new mechanisms
to control congestion in the network. Active queue management
(AQM) algorithms play an important role in ensuring network stability.
RED (Random Early Detection) is the first dynamic queue management
technique implemented in TCP/IP networks for congestion avoidance
control. RED is based on comparing the average queue length with
lower and upper thresholds to mark or discard packets. RED strategies
have been introduced with the adjustment of parameters of threshold,
average queue size to obtain better network performance. In this paper,
the author proposes an improved RED algorithm called TQRED
(Threshold queue RED) to address the limitation of RED. Through the
evaluation simulation on the NS2 simulator, the author found that
TQRED gives better results than RED in terms of packet loss, average
queue delay, and average throughput.

NGHIEN CUU, NANG CAO HIEU NANG MANG SU DUNG PHAT HIEN SOM
NGAU NHIEN (RED) BANG CACH KET HQP TINH CHINH NGUONG DUGI
VA KICH THUOC HANG PQI TRUNG BINH

Vii Vin Dién

Truong Pai hoc Cong nghé théng tin va Truyén théng — PH Thdi Nguyén

THONG TIN BAI BAO

TOM TAT

Ngay nhdn bai:  12/7/2022
Ngay hoan thién:  05/8/2022
Ngay ding: 05/8/2022

TU KHOA

Quan 1y hang dgi dong

Tac nghén

Kich thudc hang doi trung binh
RED

Ngudng dudi

Internet dugc mong doi s& hd tro nhiéu ing dung tot hon chang han nhu
ung dung da phuong tién v6i bang thong gioi han, yéu cau do tré va ti
1¢ mat goi thap. Do d6, yéu cau dit ra 1a can ¢ cac co ché mai dé kiém
so4t sy tic nghén trong mang. Cac thudt toan quan Iy hang doi dong
(AQM-Active queue management) dong vai trd quan trong dé dam bao
su 6n dinh cua mang. RED (Random Early Detection) 1a ky thuét quan
ly hang doi dong dau tién duoc trién khai trong cac mang TCP/IP dé
didu khién tranh tic ngh&n. RED dya trén viéc so sanh chiéu dai trung
binh hang doi voi ngudng dudi va ngudng trén dé danh diu hoic loai
bo goi tin. Cac chién Iuvoc RED da duoc dua ra véi sy hiéu chinh cac
tham s6 vé ngudng, kich thudc hang doi trung binh dé thu duoc hiéu
ning mang t6t hon. Trong bai bao ndy, tac gia d& xudt mot thudt toan
RED cii tién c6 tén goi 1a TQRED (Threshold queue RED) dé giai
quyét han ché cia RED. Qua mé phong danh gia trén bo mé phong
NS2, tac gia da thiy dugc TqRED cho két qua tot hon RED xét vé ti 1é
mét goi, do tré hang doi trung binh va théng lugng trung binh.
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1. Gi6i thiéu

Internet duoc xay dung dya trén IP dé cung cip dich vu van chuyén dit lidu cho ngudi ding
dau cudi sir dung giao thie TCP hodc UDP. Internet da phat trién rat nhanh chéng trong nhiing
nam qua, kéo theo sy ting 1én vé tic nghén xay ra ¢ trong mang. Khi tic nghén xdy ra thi hiéu
ning mang giam di. Tac ngh&n mang dugc phat hién khi bo nhé dém ddy va cac géi tin dén sau
s& bi loai bo (drop), théng lugng mang giam di. Tic nghén mang la Vén dé chinh anh hudng
dén chat luong dich vu (QoS) cua mang IP [1]. S goi tin bi mat, tré truyén va thong luong
trung binh 14 cac van dé chinh cia mang. Giam ti 1& mat goi, tré va tang thong luong trung binh
12 cac muc tiéu quan trong trong cac k¥ thuat quan 1y hang doi khac nhau dé cai thién chat
luong, dich vu mang.

TCP la g1a0 thirc tang giao van duoc su dung pho bién trén Internet. Day la giao thirc tin cdy,
huéng két ndi. No cung cap co ché ngan nglra va diéu khién tic nghén trong mang. Khi dugc st
dung, TCP sir dung mét s6 k¥ thuat dé dat hiéu nang mang cao va tranh tac nghén [2], [3].

Dé xir 1y van dé tic nghén trong mang, da c6 nhiéu thuat toan duoc dé xuat nhu Drop Tail va
cac chién lugc hang doi dong (AQM). Trong d6, Drop Tail xir 1y goi tin & hang doi theo nguyén
tac FIFO (First In First Out), khi hang doi bi day thi cac goi tin dén sau s& bi mat. Cac chién luge
hang doi dong la cac chién lugc duge st dung dé thay thé cho Drop Tail trén bd dinh tuyen
(Router). AQM cam nhan tic nghén c6 thé xay ra du som va loai bo cac goi tin dya trén xac suat
ngau nhién, chir khéng dua vao hang doi ddy moi drop géi tin. Tir d6, Router thong bao cho nut
nguén diéu chinh tdc d6 phat thay vi dong loat giam kich thudc ctra s6 xuéng, dan dén lam giam
sO goi tin bi mat va tang thong lugng trung binh trong mang. Co nhiéu chién lugc quan ly hang
doi dong da duge dé xuat tir RED, ARED, ERED,... cho dén DyRED. Chién luoc RED g0c duoc
dé xuat boi Floyd va Jacobson [4]. RED tranh tic nghen som bang cach sir dung tham s avg cho
biét kich thudc hang doi trung binh. Tham s6 avg nay duoc tinh toan dua trén trong s6 hang doi
W, kich thuéc hang doi hién tai va avg trudc do. Sau do, lay avg dé so sanh v6i ngudng dudi
(lower thresh) va ngudng trén (upper thresh) dé dua ra quyét dinh xur 1y géi tin. Néu avg nho hon
ngudng dudi thi khong loai bo gdi tin. Néu avg nam giita ngudng dudi va ngudng trén thi goi tin
s& bi loai bo theo x4c suét dugc tinh dua trén avg, ngudng dudi va ngudng trén. Con néu avg 1on
hon ngudng trén thi loai bo gai tin.

Biang viéc phat hién tic nghén som, RED di cho thay vu diém cua minh so v&i Drop Tail
trong viéc 1am giam sd géi tin bi mét, giam tré truyén va ting thong luong trung binh. Tuy nhién,
khi luu lvong mang tang dot bién thi RED lai t6 ra khong hi€u qua trong viéc cai thién hi€u nang
mang [5] - [9]. Trong nghién ctru nay, tac gia s& dua ra phuong phap dé cai thién hiéu ning mang
néu trén.

2. Phat hién sém ngiu nhién (RED)

Thuat toan RED [4] 14 chién lugc dau tién dugce dé xuat trong s6 cac chién lugc quan Iy hang
doi dong. N6 dugce str dung dé didu khién tranh tic nghén dit lidu tai cac bo dinh tuyén bang cach
kiém tra d dai trung binh hang doi v6i cac goi dir liéu dén va quyét dinh danh dau hoic loai bo
g6i dit liéu dén véi xac sudt ting dan khi do dai trung binh cta hang doi vuot qua gia tri mot
ngudng xac dinh. RED c6 kha ning chdng hién tugng cac nit nguon dong loat giam kich thudc
ctra s, duy tri kha nang dat thong lugng cao qua hang doi RED, ciing nhu do tré thip, cing véi
viée ddi xur cong bang giita cac két ndi TCP di qua hang doi. Y tudng dang sau cia RED 13, véi
moi goi tin dén bo dinh tuyén, kich thude hang doi trung binh avg dugc tinh toan st dung bo loc
thong thap trong cac truong hop hang doi trong va hang doi khong trong. Sau d6, avg dugc tinh
toan d6 dem so sanh v6i 2 ngudng (ngudng dudi ming, va ngudng trén max) trong by dém cua
Router dé quyét dinh khi nao loai bo goi tin. Céac gid tri ngudng nay la c6 dinh, trong cac mo
phong danh gia hiéu suét ciia RED [4], [5], nhom tac gia ldy maxy, = 3. Ming,.
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RED gom 2 giai thuat tach biét: Tinh kich thudc hang doi trung binh va tinh xac suat loai bo
g6i tin. Kich thuéc hang doi trung binh dugc tinh toan dua trén kich thudc hang dgi hién thoi q,
trong sb hang doi va kich thudc hang doi trung binh trude d6 theo cong thire sau:

avg = (1 -wg).avg + wq.q @

Giai thuat nay xac dinh mtc d6 bung nd cho phép trong hang doi tai gateway. Tinh toan xac

sudt loai bo goi tin theo cong thirc sau [6]:

0, avg < ming,
avg — ming, . < < @
= —.max,, min, <avg < max
Pb maxy, — ming, p th ) th
1, avg > maxg,

O day, max, : gia trj 1én nhat cho py,

Giai thudt nay dugc su dung dé tinh toan dua ra quyét dinh loai bd gdi tin dya vao mirc do tac
ngh&n hién thoi. Muc dich 1a dé ¢ su cong bang trong viée danh diu cac géi tin & cac khoang
thoi gian déu nhau, dé tranh sai 1éch va tranh hién tugng cac nat ngudn dong thoi giam kich
thudce cira s6, va dé kiém soat duge kich thude hang doi trung binh.

Giai thuat tong quat cia RED gateway [4] dugc mo ta nhu sau:

For V&i mbi goi tin dén
Tinh toan kich thudc hang doi trung binh avg
if ming < avg < maxy,
Tinh toan x4c suét p,
Vi xé4c sudt p,
Panh diu géi tin dén
else if maxy, < avg
Danh dau hodc loai bo goi tin dén
else
Chap nhan géi tin dén

RED da giai quyét duoc van dé phat hién som tic nghén, tang hi¢u suét sir dung dudng
truyén, tranh dong bo toan cuc. RED ¢ cac bién thé co xu hudng kiém soat do tré hang doi trung
binh, trong khi van duy tri hiéu suét su dung duong truyén cao, giam ti 1& goi tin bi mat, giam
ddng bo toan cuc va cac két nbi bung nd.

2.1. Adaptive RED (ARED)

ARED 1am cho s6 tin bj mét va su khac biét trong tré hang doi & muc tdi thiéu bang viéc duy
tri avg khong vuot qua trung binh cdng ciia ngudng trén va nguong dudi. ARED c6 xac suat drop
goi tin trén 1% va dudi 50% [2].

2.2. Enhanced RED (ERED)

Mot thuat toan cai tién khac ciia RED 1a ERED [3]. ERED tip trung vao viéc thay dbi kich
thude hang doi trung binh dé cai thién hiéu ning mang. N6 sir dung hai tham s 13 a, B dé thay
doi gia tri avg. Viéc tinh toan avg twong tmg voi viée so sanh kich thugc cira s6 hién thoi véi
ngudng dudi va ngudng trén. Néu kich thudc cia sb hién thoi nho hon ngudng dudi hoic 16n
hon ngudng trén thi tién hanh tinh chinh avg sir dung tham sé a, 8. Trong mé phong, danh gia,
nhom tac gia da lya chon gia tri cho ca hai tham sd nay déu 1a 1.1. ERED da lam giam avg so véi
RED, tir d6 bién do ciia chiéu dai hang doi trung binh cia ERED 16n hon so vi RED va sb goi
tin bi mat giam di.

2.3. Enhanced Random Early Detection (ENRED)

Alshimaa’ cung cac cong sy da dé xuat ra ENRED [6]. ENRED st dung mot than} s6 khac bén
canh trong s6 hang dgi wg, duoc goi 1a hang doi muc tiéu qt (target queue). Tham so qt nay dugc
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xé4c dinh bang hiéu cua kich thudc hang doi hién thoi va trung binh cong cia ngudng dudi va
nguong trén. Con kich thudc hang doi trung binh dugc tinh theo cong thirc sau:
avg = qt(1 — wg) +q.(qt-wo) o @)
ENRED lam gidm kich thudc hang doi trung binh ctia RED, tir d6 dan dén lam gidm do tré
hang doi va giam s6 goi tin bi mét.
2.4. UTRED

Mot nghién ctru khac tap trung vao phén hiéu chinh x4c suét loai bo g0l tin co tén goi la
UTRED [7]. Thay vi st dung 2 ngudng: ngudng trén va ngudng dudi, UTRED st dung 3
ngudng la: Ngudng trén, ngudng dudi va Uy (Upper Threshhold RED). Néu kich thude hang doi
trung binh 16n hon ngudng trén thi trao ddi gia tri giira maxy va U, 161 tinh xdc suét loai bo goi
tin. UTRED cho hi¢u nang mang t6t hon so véi RED xét vé thong luong, ti 16 mat goi tin, sé goi
tin nhan dwogc va bi mat [7], [8].

2.5. DyRED

Mot chién lugc khac cling da dugc dé xuét boi Danladi va cong su, co tén goi la DyRED.
DyRED ké thira gin nhu nguyén ban cia RED, chi c6 mot sy thay d6i nho nam & viéc tinh chinh
ngudng trén. Khi gia tri ciia avg ndm & khoang gitra ciia ngudng dudi va ngudng trén thi tinh
chinh lai ngudng trén dya trén kich thude hang doi trung binh, viéc tinh chinh niy can dam bao
tré hang doi du nho. DyRED cho hiéu qua tot hon RED xét vé cac tham sé hiéu niang mang nhu:
Théng lugng 16n hon va ti 16 mat gbi nho hon trong cac trudng hop: Tac nghén nhe, tic nghén
trung binh va tac nghén nang [9].

3. Phuwong phap ning cao hiéu ning mang dwoc dé xuat

Phuong phap duoc d& xut & dy 1a sy mo rong cua RED [10] — [14]. TQRED két hop tinh
chinh ngudng dudi va kich thudce hang doi trung binh dé didu khién tic nghén trong bd nhd dém
ctia Router ¢ trang thai sém trudc khi b nhd dém bi day. Muc dich ciia phuong phéap dé xuat nay
1a nhim 1am ting thong luong trung binh, lam giam d6 tré hang doi trung binh va giam ti 1& mat
g0i tin trong cac truong hop tic nghén 1a: tic nghén nhe, tic nghén nghiém trong. TQRED mé
rong RED béng cach két hop tinh chinh ngudng dudi dya trén kich thude hang doi trung binh
avg va tinh toan lai avg khi dem kich thudc hang doi hién tai so sanh vdi cac ngudng. N6 tinh
toan kich thudc hang doi trung binh mdi khi c6 goi tin dén dua trén kich thudce hang doi hién tai
va avg duogc tinh toan trudc d6. Ta tinh chinh ngudong dudi va kich thudc hang doi trung binh
theo biéu thirc sau:

avg = (1 -wg).avg/u + wq.q , véiu>1 4)
Mming = v.avg , véiv>1 (5)

Trong do, u va v dugc lya chon hop ly dé dat dugc do tré hang doi trung binh nho.

MB&i khi c6 géi tin dén, tiy theo hang doi dang khong tréng hay tréng ma tinh kich thuée hang
doi trung binh. Sau do, dem so sanh avg voi hai ngudng trong b nhd dém cua Router dé xac
dinh murc d6 tac nghén tai hang doi. Néu avg nho hon ngudng dudi thi ta tinh toan lai avg va tinh
chinh ngudng dudi roi goi thuc thi RED. Con néu avg 16n hon hodc bang ngudng trén thi goi
thue thi RED nhu thuét toan gbc, tirc 1a néu avg 16n hon ngudng trén thi loai bo géi tin véi xac
xuét 14 1, con avg nam giira ngudng dudi va ngudng trén thi tinh xac suat loai bo goi tin va thuc
hién loai bo goi tin theo xAc suét vira tinh duge do.

Phuong phap dé xuit TQRED dugc mé ta chi tiét nhu sau:
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Khoi tao: avg = 0; count = -1
for méi goi tin dén
Tinh kich thudc hang doi trung binh avg
if hang doi khong rong
avg = (1 - wg).avg + wg.q
if (avg < ming,) avg = (1 —wg ).avg/u + wq.q
else:  m =f(time - g_time)
avg = (1 - wg)".avg
if ming, < avg < maxy,
count++

Tinh xdc suat p, -
avg—-ming,

= ————.max
Pp maxp—mingp p
_ Pp
Pa 1—count.pp

Véi xdc sudt pg -
Panh ddu goi tin dén; count = 0
else if maxy, < avg :
Ddnh ddu goi tin dén; count =0
else: count = -1 ; ming, = v.avg
Khi hang doi tré 1én rong : q_time = time

Trongdé: N

g_time: di€ém bat dau hang doi rong ) )

count: sO lugng cac goi dén ngay sau goi cudi cung bi danh dau

time: thoi diém hién tai

Pa: Xac sudt danh dau goi tin hién thoi

f(t): Ham tuyén tinh cta thoi gian t
4. M6 phéng va danh gia hiéu ndng mang
4.1. Moi trwong mé phong

Trong nghién ctru ndy, tac gia tién hanh mé phong RED va phuong phap dé xuit TQRED sir
dung cong cu mbé phong mang NS-2. So d6 (topology) ciia mang duoc thiét ké nhu trong hinh 1.

tepl, fipl tcpO, ftpo

30 Mb, 3ms

30 Mb, 3ms sink
30 Mb. 3ms 3 Mb. 30ms 30 Mb. 3ms
S2 R S5 - [ se6
\ TqRED
tep2 30 Mb, 3ms
30 Mb, 3ms
ftp2

S3
sS4

tep3, fip3
tep4, fip4

Hinh 1. So' d6 topology cia mang mé phong

Bing thong va do tré cua cac lién két 1a 30 Mbps va 3 ms, trir lién két R-S5 c6 bang thong
va do tré 1a 3 Mbps va 30 ms. Kich thuéc hang doi lién két R-S5 1a 50 goi tin. Lién két song
cong giira nat R va S5 sir dung kiéu hang doi 1a RED hoic TqRED, wq = 0.002. Ngoai cac
tham s6 vé bang thong, do tré, kich thudc hang doi thi cac tham sb khac vé thoi gian tudn luu
lugng mang va thoi gian ngimg tudn, thoi gian mo phong,... phai dam gidng nhau trén cic mo
phong so sanh.
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4.2. Sé géi tin bj loai bé

Ti 1¢ mat goi tin (drop) dugc xac dinh bang tong s6 tin bi mét chia cho tong s6 goi tin dén.
SO gbi tin bi loai bo dugc xac dinh trong hai truong hop tuwong tng véi hai muc d6 tac
nghé&n khac nhau trong mang.

4.2.1. Trrong hop 1: Tac nghén nhe

Céc gié trj V& tong sb goi tin dén va tong s goi tin bi loai bo (drop) ¢ ca hai chién lugc trong
truong hop tac nghén nhe dugc thé hién nhu trong Bang 1.

Bang 1. So sdnh cdc goéi tin bi drop trong triong hop tac nghén nhe

Chién lwgc RED Chién lwgc TqQRED
Tongsogéi  Tongsbgéi  Tiléd % cacgoi Tongsdgoéi  Tongsogéi  Tilé % cac gbi
tin dén tin bi drop tin bi drop tin dén tin bi drop tin bi drop
287340 1635 0,569 290442 1018 0,350
287090 1736 0,605 292058 1016 0,347
290098 1693 0,584 294146 1009 0,343
287596 1692 0,588 290462 993 0,341
289240 1697 0,587 294098 1073 0,365

4.2.2. Trwong hop 2: Tac nghén nghiém trong

Céc gia tri vé& tong sb goi tin dén va téng sd goi tin bi drop & ca hai chién lugc trong truong
hop tac nghén nghiém trong duoc thé hién nhu trong Bang 2.

Béng 2. So sdnh cdc géi tin bi drop trong triong hop tac nghén nghiém trong

Chién lwec RED Chién lwec TQRED
Téng s6 Tongsogéi  Tilé % cacgéi  Tong sé goi Tongso géi  Tilé % cac goi
géi tin dén  tin bi drop tin bi drop tin dén tin bi drop tin bi drop
345438 4011 1,158 338526 2256 0,666
346076 4011 1,159 337130 2254 0,669
345044 3989 1,156 334320 2203 0,659
345580 4022 1,164 334306 2205 0,659
345334 4403 1,275 337744 2257 0,668

Trong truong hop tic nghén nghiém trong, sd goi tin bi drop cua TQRED giam di rat nhiéu
so v6i RED véi ti 18 giam hon 40%. Con trong truong hop nhe thi tong phat cac goi tin cua
TqRED déu I6n hon so véi RED, trong khi s6 goi tin bi drop nho hon rat nhiéu so voi RED. Ly
do 1a boi TQRED di thyc hién giam gi4 tri ciia avg mdi khi thiy no nhé hon ngudng dudi. Pay
la truong hop ma goi tin s€ khong bi loai bo.

4.3. Tré hang doi trung binh ciia cdc géi tin

Tre hang doi trung binh dugc xac dinh boi téng do tré cia cac goi tin trong hang doi chia
cho s6 goi tin vao hang doi. N6 dugc xéac dinh trong hai trudng hop: Tac nghén nhe va tic
nghé&n nghiém trong. Két qua so sanh thu thap dwoc thé hién nhu hinh 2 va hinh 3.

Trong ca hai truong hop, do tré hang doi trung binh ctia TQRED déu nhé hon so véi RED:
Véi tac nghén nhe 1a 13,8%, con véi tic nghén nghiém trong 1a 12%. Tic nghén cang nghiém
trong thi do tré hang doi trung binh ctia cac goi tin cang 16n.
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Tré hang doi trung binh cac goi tin
khi tac nghén nhe

0,032
0,031
0,03
0,029
0,028
0,027
0,026
0,025
0,024

Avg_Queue_Delay (ms)

RED TgRED
Cac thuat toan
Hinh 2. So sdnh d¢ tré hang doi trung binh ciia cdc goi tin trong trieong hop tac nghén nhe

Tré hang doi trung binh cac goi tin
khi tac nghiém trong

0,044

2 0,042

Z 0,04

& 0,038

;:; 0,034

ol RED TQRED
5: Cac thuat toan

Hinh 3. So sdnh d¢ tré hang doi trung binh ciia cdc géi tin trong triong hop tac nghén nghiém trong
4.4. Thong lwong trung binh

Thong lugng trung binh duge xac dinh bang tong kich thudc cac goi tin nhan dugc chia cho
hiéu cua thoi gian nhan dugc goéi tin cudi cung trir di thoi gian nhan duge goi tin dau tién. Két
qua so sanh thu thap duoc thé hién nhu hinh 4.

Thong luong trung binh
1.320,000
1.300,000
1.280,000 -
1.260,000
RED TgRED

Cac thuat toan

Avg_Throughput(Kbp
s)

Hinh 4. So sdnh thong luong trung binh giita TqRED va RED

Thong luong trung binh cia TYRED I6n hon so v6i RED 1a 1,8%. C6 dugc két qua nay 1a do mdi
khi kiém tra ma avg nho hon miny, thi ta lai diéu chinh ming, Ién hon, va avg nhé hon.
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5. Két luan

Bai bao dd d& xuit nang cao hiéu niang mang véi TqQRED két hop hiéu chinh ngudng dudi va
kich thudc hang doi trung binh. Thong qua moé phong va danh gia, ta thdy duoc TQRED cho két
qua t6t hon RED xét vé cac tham sé hiéu nang nhu ti 18 mét goi, tré hang doi trung binh ciia cac
g0i tin va théng lugng trung binh. Tir d6, TQRED nang cao dang ké hiéu ning hé thong mang.
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