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Point management at universities is a complicated job that can easily
make mistakes. Currently, there have been some studies on applying
blockchain technology in point management at universities, however
student points are not directly entered into the blockchain system. The
advantages of blockchain technology compared to traditional databases
are transparency, easy checking of data changes, and avoidance of
common database attacks today such as SQL Injection, XSS... In this
paper, the authors proposes to experimentally build a point management
system based on blockchain technology, specifically Ethereum, in which
points are entered directly into the blockchain. Test results on the Goerli
testnet show that the average time to enter scores for a student is 3.42
seconds, the average time to export a student's scorecard is 8.51 seconds.
Test results show that the system operates stably, in accordance with the
current available hardware and software configuration.
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Quan ly diém tai cac truong dai hoc 1a mot cong viéc phurc tap, dé sdy
ra sai sot. Hién nay da c6 mot s6 nghién ciru img dung cong nghé chudi
khéi trong quan 1y diém tai cac truong dai hoc, tuy nhién diém cua sinh
vién khong duoc nhap tryc tiép vao hé thong blockchain. Uu diém cia
cong nghé chudi khéi so véi co s dir ligu truyén thong 1a minh bach, dé
dang kiém tra nhiing thay ddi cua dir liéu, tranh dwoc cac tan cong 1én
co so dir lidu phod bién hién nay nhu SQL Injection, XSS... Trong bai
béo nay tic gia dé xuét xdy dung thir nghiém mot hé thdng quan 1y
diém dya trén cong nghé chudi khéi, cu the la Ethereum, trong d6 diém
duoc nhap truc tiép vao chudi khdi. Két qua thir nghiém trén mang
testnet Goerli cho thiy thoi gian nhap diém trung binh cho mét sinh
vién 1a 3,42 glay, thoi glan trung binh xudt bang diém mot sinh vién la
8,51 gidy. Két qua cho thay h¢ thong van hanh 6n dinh, pht hop véi cdu
hinh phan cirng va phin mém sin c¢6 hién nay.
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1. Gioi thigu

Quan 1y diém tai cac truong dai hoc 1a qua trinh bao gom viéc: nhap diém, luu trit, xuit bang
dlem va chinh stra khi ¢6 sai sot trong qua trinh nhap diém hoac khi thi lai. B6i véi nhiing truong
¢6 s6 luong sinh vién 16n quan 1y diém 1a mot qua trinh phuc tap, dé xay ra sai sét. Vi vay can
xdy dung hé thdng quan 1y diém giup qua trinh quan 1y diém thuan tién, dé dang; trong trudng
hop xay ra sai s6t ¢6 thé nhanh chong kiém tra, dbi chiéu va chinh stra.

Hién nay da c6 mot sé nghién ciru tng dung cong nghé blockchain trong giao duc. Trong bai
béo [1] — [4] cac tac gia di tong hop cac nghién ciru hién c6 va thiy ring cong nghé chudi khbi
dugc dung trong viée luu trit va xac thue cac vin bang, chimg chi, bang diém... cta sinh vién. Cu
thé bai bao [4] mo ta kién tric hé thong quan 1y gidy to ciia sinh vién, trong d6 bang diém dugc
nhap, chinh sua, luu trir tai co s¢ dir liéu (CSDL) thong thuong (SQL, MongoDB...); con trén
chudi khéi luu bang diém khi hoan thanh cac giai doan ciia khoa hoc. Véi CSDL thong thudng,
céc hanh dong chinh sira bang diém dugc luu lai tai nhat ky cua hé thong, tuy nhién nhat ky nay
¢6 thé bi x6a boi nguoi dung co quyén. Nhu vdy bang diém c6 thé bi chinh sura trai phep trude
khi dugc luu 1én chudi khdi. Ngoai ra cac CSDL thong thuong con ton tai nhidu 15 hong nhu
SQL Injection, XSS... va d& bj ké tan cong khai thac. Dé phong tranh nhiing nguy co ké trén
trong bai bao dé xuat xay dung thir ‘nghiém hé thong quan ly diém trén nén tang céng ngh¢ chudi
khéi: viée nhép diém, chinh stra diém cuta sinh vién duoc thuc hién truc tlep trén chudi khéi; cac
thay d6i vé diém duoc luu lai trong cac giao dich trong cac khoi.

Chudi khéi 1a mot co so dir liéu phan cép luu trit thong tin trong cac khdi thong tin duoc lién
két vai nhau bang ma héa va md rong theo thoi gian. Mdi khéi thong tin déu chira thong tin vé
thoi gian khai tao va duogc lién két t6i khdi trude do, kém mot ma thoi gian va di lidu giao dich.
Chubi khéi dugc thiét ké dé chéng lai su thay dbi caa dir liéu. Mot khi dir liéu da dwgc mang ludi
chap nhén thi s& khong c6 cach nao thay d6i dugc no [5], [6]. Hinh 1 [7] thé hién ciu trac cac
khéi va lién két giita cac khdi trong chudi khéi. Cac khéi dit lidu dugce “moéc xich” véi nhau bang
gi4 tri bam cta khéi dit liéu trude. Trong cac khdi dit liéu chira cac thong tin vé khdi, gia tri ngiu
nhién nouce va danh sach cac giao dich dugc luu trong khéi.
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Hinh 1. Cdc khéi trong chudi khoi [7]

Smart Contract (Hop dong thong minh) [8], [9] la mét giao thie giao dich dua trén cong nghé
chudi khéi. Muc dich cua hop dong nay 14 thyc hién cac diéu khoan cta hop dong ma khong can
théng qua bén tht ba. Hop dong thong minh duoc dung dé tu dong hoa viéc thuyc hién mdt thoa
thuan. Déng thoi no cling dugc st dung dé kich hoat cac hanh dong tiép theo khi diéu kién duoc
dap ung. Moi khi hop déng duogc thyc hién s€ sinh ra mdt giao dich, giao dich d6 dugc ghi lai vao
khoi dit liéu méi va dugc thém vao chudi khdi. Hinh 2 thé hién qua trinh hoat dong cua hop dong
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thong minh trong hé thong chudi khdi. Cac hgp ddng thong minh c6 thé dugc viét theo chuan ERC-
20 hodc ERC-721, trong d6 chuan ERC-721 con dugc goi 1a Non-Fungible Tokens (NFT) [10].
Hop ﬂ(’inu théng minh
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Hinh 2. Hoat dong ciia hop dong théng minh trong hé thong chudi khoi
Trong bai bao ndy tac gia tap trung vao viéc thiét ké, xay dung va thir nghiém hé thong quan
ly diém tryc tiép trén nen tang blockchain. Bai bao cta chung toi gdm céc phan Phan 1 la gioi
thiéu, Phan 2 1a mo td vé kién tric va cac thanh pha}n trong hé théng quan 1y diém dé xuat, Phan 3
la xay dung va trién khai thuc nghiém, Phan 4 1a két luan.
2. Pé xuit hé théng quan 1y diém dia trén cong nghé Blockchain

2.1. Pé xudt kién triic hé thong qudn Iy diém dwa trén cong nghé Blockchain
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Hinh 3. Kién triic hé thong quan Iy diém dé xudt

Qua trinh quéan ly diém dugc thuc hién boi phong dao tao va phong khao thi. Hé thong quén ly
diém trén nén tang blockchain dé xuét trong bai bao nay (Xem Hinh 3) bao gom nhiing chirc ning
chinh sau day:

— Nhiap diém: Phong khao thi c6 quyén nhap diém thi cho timg sinh vién trong cac phién thi.
Hé thdng sé& cho phép phong khao thi nhap cac thong tin nhw mi sb sinh vién, mén hoc, diém sé
dat duoc.
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— Xem bang diém: Phong dao tao va sinh vién c6 quyén truy cap vao hé thong dé xem bang
diém. Phong dao tao c6 thé xem bang diém cua tat ca sinh vién, trong khi sinh vién chi c6 thé
xem bang diém cta chinh minh.

— Cép bang diém: Phong ddo tao c6 quyen cap bang diém cho sinh vién khi duoc yéu cau.
Sinh vién c6 thé yéu cau cap bang diém qua hé thong, va phong dao tao s& xem xét yéu cau va
cung cap bang diém tuong @ng.

Dé thyc hién cac chirc ning ké trén hé théng can c6 thanh phan:

— May chii web: chira giao dién nguoi dung, cac chic ning chinh ctia hé théng,

— May chu CSDL tai khoan nguoi dung: chira dit liu tai khoan Phong Khéo thi, Phong Bao
tao, Sinh vién,

— Hé théng Blockchain: chira dit liéu diém cua sinh vién,

— Nguoi dung: trong tac véi hé thong qua giao dién tai may chu Web.

Dé xdy dung cac ing dung trong linh vuc gido duc cong nghé sir dung chudi can duoc cip
phép (permissioned blockchain). Cac cong nghé chudi khéi riéng tu phd bién hién nay la
Ethereum, Hyperledger Fabric, Quorum. Bang 1 chi ra cac dic diém chinh cta bbn cong nghé
chudi khéi ké trén [11]. Tir Bang 1 thdy rang trong thuc té cac cong nghé chudi khoi riéng tu ké
trén st dung cac co ché ddng thuan tdi wu, khong tiéu tén nhiéu tai nguyén tinh toan cua hé
thong, thoi gian tré (thoi gian thuc hién giao dich) kha twong dong nhau. Tuy nhién cong nghé
Ethereum c6 kha ning xir 1y duoc nhiéu giao dich/ gidy nhat. Vi vy trong bai bao lya chon cong
nghé Ethereum dé xay dung hé théng quan 1y diém.

Bang 1. Ddc diém ciia cdc cong nghé chudi khoi can dwoc cdp phép

Pic diém Ethereum (geth) Hyperledger Fabric Quorum
Giao thirc dong thuan PoA PBFT RAFT
Kha nang xur ly giao dich/ ~300 ~200 ~200
gidy (TPS)
bo tre (gidy) ~5 ~5 ~4
Ngon nglr 1ap trinh hop Solidity GolLang, Nodels Solidity

ddng thong minh

2.2. Ludng hoat dpng ciia h¢ thong

Quan 1y diém bt diu bang qua trinh nhap diém. Trong hé théng dé xut phong Khao thi thuc
hién chirc ning nay. Giang vién cham diém bai thi va giri diém cho phong Khao thi. Khi phong
khao thi nhap diém, hé thong s& ghi dir liéu diém cua sinh vién vao chudi khdi théng qua hop
ddng théng minh. Qué trinh nay dam bao rang dir liéu diém duoc luu trit trén chudi khéi s&
khong thé thay dbi va bi tac dong bai bat ky bén thir ba nao. Khi sinh vién yéu cau cip bang
diém, phong dio tao tién hanh truy xuat dir liéu diém tir blockchain dé dam bao tinh toan ven va
minh bach. Qua trinh quan 1y diém véi hé théng xay dung trén nén tang cong nghé chudi khoi
duoc mo ta trong hinh 4, biéu dd use-case ctia hé théng duoc mo ta trong hinh 5.

Offchain Onchain
-z . CSDL
Biém thi )
. Blockch
Giang vién Phong Nhap .
Khao thi /|-.diem
Yéu cdu xudt
bang diém .
Phong L _
Dao tao Juat .
bang diém Hop dong
dang NFT théng minh

Hinh 4. Luong hoat dong ciia hé thong
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Trong hé thdng c6 ba tic nhan chinh 1a Phong dao tao, Phong khao thi va sinh vién. Phong
dao tao quan ly hé thng voi cac thao tac: ding nhap vao hé thdng, quan 1y tai khoan sinh vién,
xem bang diém cuia sinh vién va cap bang diém cho sinh vién khi c¢6 yéu cau. Phong khao thi thuc
hién chtric ndng quan ly diém cua sinh vién véi céc thao tac: bang nhap vao h¢ théng, nhan diém
tir gidng vién va nhap vao hé thong, xem bang diém cua sinh vién. Sinh vién c6 thé xem diém ciia
minh trén hé thong va xin cip bang diém.
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Hinh 5. Biéu do use-case tong quat ciia hé thong

2.3. Xdy dung hé thong

onlyPKT {

} else {

student.tim

Hinh 6. Md nguon chitc nang nhdp diém (chinh sira diém)

Dé xay dung hé théng quan 1y diém dua trén céng nghé chudi khéi, trong bai bao lya chon cac
lya chon cac céng cu sau:

— Solidity: sir dung dé viét thong tin hgp dong thong minh.

— JavaScript thu vién Web3.js.
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— Framework: Hardhat:

— Thu vién NFT: OpenZeppelin.

— Cong nghé blockchain: mang testnet Goerli Ethereum

Ma nguén cac chtrc nang chinh cia hé théng duoc thé hién trong hinh 6, 7.

Hinh 7. Mé nguén chite ndng xudt bang diém
3. Thir nghiém va danh gia
H¢ théng quan ly diém dugc trién khai trén may tinh c6 céu hinh nhu sau: CPU Intel i5
11400, SSD 512 GB, RAM 16 GB. Ttr mdy tinh nguoi dung tién hanh truy cap vao hé thong va

thu nghiém céc chirc nang chinh cta hé thdng: chirc ning thém diém, chirc ning xem diém, chirc
ning xuit bang diém. Két qua thir nghiém duogc thé hién trong hinh 8, 9, 10.

Hinh 8. Phong KT thuc hién thém diém trong trang quan [y

o BAN CO YEU CHINH PHU
@ HOC VIEN K¥ THUAT MAT MA
TRANG QUAN LY DIEM

A o vl s MDY
Tén sinh vién: Nguydn Vin A

sp: 10/06/2023 22:58:33

Man B Hanh deng

Hinh 9. Xem diém theo ma sinh vién
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Chuyén nganh dao tao: An toan thdng tin
Sinh vién: Nguyen Van A
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TT Mén hoc S6 tin chi Diém (theo hé s 10) Ghi cha
1 Toan 9
2 TTHCM 8
3 Triet 8
4 TC 7
5 PCTPMT 9
6 Lap Trinh Can Ban 8
7 Blockchain 9

Hinh 10. Bdng diém NFT xudt ra tép PDF

Thir nghiém nhap diém cho 500 sinh vién thdy rang trung binh thoi gian thém diém cho mot
sinh vién 1a 3,42 gidy, trung binh thoi gian xuit bang diém ra tép PDF cho mdt sinh vién 1a 8,51
gidy. Két qua thir nghiém duogc thé hién trong hinh 11. Tir hinh 11 thiy rang thoi gian thém diém
va xuét bang diém cho mdt sinh vién 6n dinh khi sb luong sinh vién tang. Nhu vay hé théng hoat
ddng on dinh, phit hop vai cau hinh phan cimg va phdn mém hién tai.
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Hinh 11. Thoi gian nhdp diém va xudt bang diém cho mét sinh vién
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4. Két luan

Trong bai bao nay da xay dung va trién khai thu nghiém hé théng Quén ly diém dya trén cong
ngh¢ Blockchain. H¢ thong quan ly diém dé xuat hoat dong 6 6n dinh, phu hop véi cac céu hinh
phan ctmg va phan mém san co hién nay. H¢ thong c¢6 thé duoc trién khai thyuc t& voi chi phi
thip, dam bao cic yéu cau vé tinh ning can thiét. Trong cac nghién clru sau nay ching t6i s& thur
nghiém hé thdng trén cac hé thong chudi khdi ty xdy dung dé danh gia chi tiét hon cac tham s
hoat dong ctia h¢ théng.
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