TNU Journal of Science and Technology 231(07): 375- 384

ATWO-TIER HYBRID INTRUSION DETECTION SYSTEM FOR
10T/MQTT NETWORKS BASED ON MACHINE LEARNING ENSEMBLE
AND FUZZY INFERENCE SYSTEM

Nguyen Thi Hong Hoa", Pham Dinh Phong
University of Transport and Communications

ARTICLE INFO

ABSTRACT

Received: 25/5/2026
Revised: 29/6/2026
Published: 30/6/2026
KEYWORDS
MQTT

loT
Intrusion detection

Fuzzy inference system
Machine learning ensemble

This paper proposes a two-stage hybrid intrusion detection system for
I0T/MQTT networks. The first stage employs an Ensemble Stacking
model combining Multi-Layer Perceptron (MLP), Random Forest, and
eXtreme Gradient Boosting (XGBoost), with Logistic Regression as
the meta-learner. The second stage applies a Fuzzy Inference System
(FIS) to selectively re-examine low-confidence legitimate predictions.
On the MQTTEEB-D dataset (60/20/20 split, SMOTE on training set
only), the baseline Ensemble achieves the values of F1-Weighted, F1-
Macro, Legit-F1, and Macro AP of 0.9450, 0.9152, 0.6866, and 0.9497,
respectively. The proposed Hybrid Ensemble-FIS further improves
these values to 0.9465, 0.9174, 0.6888, 0.9478, recovering 193 brute-
force samples previously misclassified as legitimate and raising the
recall of this class from 89% to 92%. The paper also presents a
Precision—Recall analysis instead of ROC curves, which better fits the
imbalanced data context. The proposed method enhances intrusion
detection in 1oT/MQTT networks while preserving interpretability
through its Mamdani rule-based design.
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Bai bao dé xuat mot hé thong phat hién xam nhap lai hai tang cho mang
loT sir dung giao thuc MQTT. Tang 1 4p dung md hinh Ensemble
Stacking két hgp Multi-Layer Perceptron (MLP), Random Forest va
eXtreme Gradient Boosting (XGBoost), trong d6 Logistic Regression
dong vai tro meta-learner. Tang 2 sir dung Hé suy dién mo (Fuzzy
Inference System — FIS) dé xem xét lai c6 chon loc cac miu duoc du
doan 1a hop 1€ nhung d¢ tin ciy chua cao. Thuc nghiém trén bo di liéu
MQTTEEB-D (chia 60/20/20, SMOTE chi ap dung cho tap huan luyén)
cho thiy mé hinh Ensemble co s& dat F1-Weighted, F1-Macro, Legit-F1
va Macro AP lan luot 13 0,9450, 0,9152, 0,6866 va 0,9497. M6 hinh lai
Ensemble-FIS cai thién cac chi s6 nay lan luot 1a 0,9465, 0,9174, 0,6888
va 0,9478, ddng thoi khoi phuc 193 mau bruteforce bi phan loai nham,
nang Recall I6p nay tr 89% 1én 92%. Bai bdo st dung phan tich
Precision—Recall thay cho ROC dé phu hop véi béi canh dir liéu mét can
bang. Phuong phap dé xuit nang cao hiéu qua phat hién xam nhap trong
mang [oT/MQTT, ddng thoi dam bao tinh dién giai nho hé luat Mamdani.
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1. Gioi thigu

Su phat trlen nhanh chong ciia cac thiét bi Internet van vat (Internet of Things - 10T) trong
nhitng nam gan day, do diac diém tai nguyén han ché va bang thong thap nén can sir dung céac
giao thirc truyén tin nhe. MQTT (Message Queuing Telemetry Transport) 1a mot chuan mé cia
OASIS va di dugc cong nhan 14 tiéu chuan qudc té ISO/IEC 20922, duge thiét ké theo md hinh
publish/subscribe phi hop véi cac thiét bi IoT [1], [2]. Péc tinh nhe nay 1am cho MQTT thiéu cac
co ché bao mat ¢ 16p tng dung [3], d& bi tan cong vét can (bruteforce), tir chbi dich vu (DoS), tin
cong 1am tran publish (flood), goi tin di dang (malformed) va tdn cong Slow-DoS (slowite) [4],
[5]. Tir d6 dat ra thach thirc trong viéc nghién ciru mot hé thong phat hién xam nhéap (IDS)
chuyén biét cho MQTT cho kién triac bao mét IoT hién dai. Trong d6 c6 van dé mat can bang 16p
13 mot han ché cua IDS dwa trén hoc may [6], [7]. Trong dir liéu MQTT, luu lugng hop 1¢
(legitimate) thuong chiém ti 1& thip hon nhiéu so voi tong luu luong tan cong, khién cac mé hinh
nhan dién s& nhan dién dung thién vé 16p da s va c6 recall rat thap véi legitimate. Ngoai ra, hai
16p legitimate va bruteforce c6 nhidu dic trung twong dong do bruteforce moé phong cac phién
dang nhap hop 18 lién tiép, lam cho viéc phan biét ching tré' nén kho hon. Bén canh do, duong
cong ROC va AUC thuong duge dung dé danh gia IDS c6 thé giy cam nhan sai 1éch lac quan
trong béi canh mét can bang do thanh phan 4m tinh that (True Negative-TN) 16n chiém da sd. Bai
béo sb [8] da chi ra ring duong cong Precision-Recall (PR) va Average Precision (AP) cung cap
danh gia thong tin hon cho 16p thiéu sb. Bén canh d6 bai bao [9] nghién ctru cac bién thé mo rong
nhu precision/recall reject curves cho phép phan tich sau hon vé d9 tin c@y phan loai theo ngudng
tir chbi — day 1a mot hudng phat trién bo sung cho thang do PR khi can danh giai riii ro quyét
dinh trong cac hé IDS c6 cho ché lya chon tir chéi.

Céc hé théng phat hién xAm nhap hién dai dd dugc nghién ctru dwa trén mot mo hinh hoc may
nhu MLP, CNN hodc LSTM [10], [11]. Mic du cac md hinh nay dat hiéu sut tot trén 16p da sb
nhung lai kém hiéu qua véi cac 16p thiéu sb, dic biét 1a phan biét gitta luu lugng hop 18 va mot sb
dang tan cong c6 dic trung twong dong nhu bruteforce. Thém nita, trong mdi trudng an ninh mang
thuc té, mot hé IDS can co do tin cdy va tinh giai thich véi cac nguy co mét an toan thong tin ma
cac mo hinh hoc sau (deep learning) chua dap ing dugc. Nhiéu nghién ctru trude day di sir dung bo
dit liéu MQTT-l0T-IDS2020 dé danh gia cac thudt toan hoc méy truyén thong nhu Cay quyét dinh,
Rimg ngiu nhién va Bayes don gian trong cac bai toan phat hién xdm nhap nhi phan va da 16p [12].
Mot sé nghién ciru khéc cling khai thac MLP nham phat hién cac dang tan cong MQTT nhu
malformed CONNECT hay slow ACK [13]. Tuy nhién, trong diéu kién dit liéu mét cin bing manh,
hiéu qua nhan dién 16p luu lwong hop 1¢ van con han ché. Pé cai thién van dé nay, nhiéu phuong
phap dua trén Rimng ngau nhién két hop co ché gan trong s 16p [14] da duoc ap dung trén cac bd
dit liéu IDS nhu NSL-KDD va cho thdy kha ning cai thién dang ké ddi véi cac 16p thiéu sb. Gan
day, ky thuét Stacking voi bd siéu hoc vién (meta-learner) [15] cling dugce sur dung dé két hop dau
ra tir nhiéu mé hinh co s& trong hé thong IDS. Du vay, phén 16n cac nghién ctru hién nay van tap
trung vao kién triic két hgp ma chua tich hgp co ché suy luan mo & tang hau xtr ly. Vi vay, viéc két
hop k¥ thuat hoc két hop (Ensemble Learning) voi hé thong suy didn mo (Fuzzy Inference System
— FIS) dang duogc xem la mét hudng tiép can tiém nang nham nang cao kha nang xur ly cac truong
hop phéan loai khong chic chin trong IDS [16], [17]. Bai bao [18] da dé xuat khung FLAME két
hop logic m& véi thudt toan tim kiém t6i wu Artificial Lizard nhim nang cao bao mat IoT. Bai bao
[19] lai sir dung do do théng tin twong hd md Gaussian (Fuzzy-MIFS) dé chon loc dic trung cho
IDS-IoT, cai thién do chinh xac tir 0,96 1én 0,986 trén kién trac CNN. Téng hop lai, c6 thé nhan
thay phan 16n cac nghién ciru hién tai tap trung vao mo hinh két hop don thudn ma chua tich hop co
ché suy luin mo & tang sau do; cac FIS hién co thuong yéu ciu ngudng cb dinh hodc phu thudce
nhén ground-truth 1am giam tinh kha thi khi trién khai truc tuyén va chua c6 nhiéu cong trinh danh
gia ddy du trén dit liéu MQTT thu thap tir mdi trudng thuc véi phuong phap danh gia phu hop cho
dir 1iéu mét can bang véi tinh dién giai cao.
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Dé giai quyét nhitng han ché néu trén, bai bio dé xuit mot hé théng phat hién xam nhép lai
hai tang két hop Ensemble Stacking va Hé suy dién md Mamdani cho mang IoT/MQTT. Tang 1
sir dung Ensemble Stacking két hop ba md hinh bd trg MLP, Random Forest [20] va XGBoost
[21] v6i meta-learner Logistic Regression theo nguyén 1y Stacked Generalization [15]. Tang 2 s
dung FIS Mamdani [22] dwa trén 1y thuyét tdp mo cia Zadeh [23] véi bon bién dau vao
(Normality Deviation, Behavioral Abnormality, Traffic Volume, Prediction Entropy) va chin luat
mé dé xem xét lai ¢6 chon loc cac mau duge du doan 1a hop 1€ nhung c6 d¢ tin cdy chua du cao.
Tai Tang 2 viéc thiét 1ap ngudng riéng cho timg 16p tan cong duge xac dinh tu dong tir phan phdi
dit liéu thyc té tranh co ché cta FIS truyén thong thuong dé ngudng ¢ dinh. Tiép theo sir dung
phan tich Precision-Recall va Average Precision per-class thay vi ROC/AUC dé dam bao phan
anh trung thuc hiéu suat trén 16p thiéu sd. Phan tiép theo cta bai bdo gom: Muc 2 trinh bay
phuong phap nghién ctru; muc 3 két qua va thao luan; myc 4 1a két luan.

2. Phuong phap nghién ciu

Hé thdng dé xuat gdbm hai tang ni tiép nhu mo ta & Hinh 1. Pau vao 1a vector dic trung tir
luu lwgng MQTT. Tang 1 1a Ensemble Stacking cho vector xac sudt phan 16p. Néu Tang 1 du
doan legitimate voi do tin cdy du cao, h¢ thong tra két qua ngay; nguoc lai Tang 2 FIS dugc kich
hoat dé tich hop céac ddc trung mo va quyét dinh c6 phan loai sang mét 16p attack hay khong.

Luwu lwgng MQTT Tién x ly dir ligu
Téng 1: Ensemble STM / \ \
[ J [ Random J { XGBoost }
Forest
\ Y /

{ Logistic Regression

Vector xac suét
P={Pq, Py,.... P}

(Meta-leaner) Promal = legitimate

/

Kang 2: Hé suy dién m& (FIS) co chon loc \
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2.1. Tien xit ly va diic trung

Cac ddc trung cuia MQTT (tcp_flags, matt_conack_flags, mqtt_conflags, mqtt_hdrflags) dudi
dang sd thap phan duoc chuyén sang sb nguyén. Ba dic trung dan xuat duoc tao
thém: tcppeader, iy = tCP1en/ (Header engen + 1), timegeita,, = (tep_time_delta)?, va
kalivegos = mqttyqive X (Mqtyos +1). Khong gian dic trung cudi cing gom 9 trudng lay &
mirc goi, khong st dung ndi dung dir liu. By dur liéu MQTTEEB-D thuc nghiém dugc chia
60/20/20 cho train/test/holdout bang phuong phap lay mau phan tang (random_state=42); viéc
chuan hoa dir liéu dugc tinh toan tir tap huén luyén tho; can bang dir liéu st dung SMOTE [24]
ap dung sau chudn hoa va chi 4p dung trén tip huin luyén dé tranh ro ri. Gia tri k neighbors=3
day la gia tri mac dinh cia thu vién imbalanced-learn [24] cho dir li¢u co 16p thiéu sb quy mod
vira, trong tap hudn luyén, 16p legitimate c6 17.557 mau nén véi truong hop k neighbors=1 dé
gdy overfit cuc bd, con néu k_neighbors=>5 s& sinh ra mau xa 16p gbc. Do d6 Gia tri k_neighbors
= 3 cén bang giita d6 da dang ctia mau tong hop va tinh dai dién cuc bd phu hop véi kich thude
16p thiéu sd quy mo vira.

2.2. Ensemble Stacking

Mo hinh ¢ Tang 1 dugc trién khai voi ba mé hinh khac nhau: (i) MLP vdi kién triic an (128,
64, 32) két hop co ché dimg sém dé han ché qua khop; (ii) Random Forest [20] véi 200 cay,
max_depth=20, class weight= “balanced”; (iii) XGBoost [21] voi 300 cdy, max_ depth=8,
learning_rate=0,1. Bon chién lugc két hop dwoc khao sat: Soft Voting, Weighted Voting (trong
sd ti 16 F1-Macro), Confidence-based selection va Stacking voi Logistic Regression 1am meta-
learner [15]. Trong Stacking, cac vector xac suét du doan chéo duoc tao b?mg ky thut kiém dinh
chéo 5-Fold trén tip huin luyén sau SMOTE, sau d6 ndi thanh meta-feature kich thuéc 3 x C (C
1a s6 16p); cach dung dy doan chéo giup tranh ro ri thong tin tir cAc md hinh co so sang meta-
learner. Phuong an tot nhat dugc chon theo ham danh gia diém tong hop: Score = 0,5 X F1 —
W+03xF1—M+0,2xF1— Legit nhim can bang hiéu ning tong thé voi cai thién Iop
thiéu s6. Goi P = (P;, ..., P.)eR, 1a vector xac suit ddu ra cudi cia Tang 1 (VOi Ppormar 12 Xac suat
cua 16p legitimate), thi du doan cung 1a y = argmax(p).

2.3. Hé suy dién me cé chon loc

FIS chi duoc kich hoat khi ddng thoi thoa man: y = legltlmate AND Pyormar < min(®,
GUARD), trong d6 6 1a ngudng dinh tuyén quyét dinh miu nao dugc chuyén sang FIS va
GUARD la ngudng chan trén ctng giup FIS khong can thigp vao cac mau c6 xac suét legitimate
cao. Gié tri ctia hai ngudng nay duoc chon thong qua qua khao sat trén luéi gia tri 4 chiéu
(0 x @ X GUARD x CONF) trén tap validation doc lap tach tir tip test 20% ban du va khong
trung v6i tap holdout. Trén luGi khao sat, cau hinh t6i wu thu duoc gia tri cua 6 = 0,6 va
GUARD=0,65 cho hi¢u ning tot nhat trén tap kiém thir vé ca F1-Weighted va Legitimate-F1,
dong thoi thoa méan rang buéc GUARD > 0 dé phan tach rd vai tr(‘) gita hai ngudng. Bon bién
dau vao FIS dugc tinh nhu sau: (1) Normality Deviation Py, = — Prormar do d0 1éch so véi
16p legitimate; (2) Behavioral Abnormality Papnorm = €Xp VDmm VOi Dppin = ming||x — || 12
khoang cach Euclid tdi thiéu dén centroid cta cac 10p tdn cong i, trong nghién ctru nay gia tri Y
= 0,05 dugc chon dua trén phén tich phén b6 Dpin trén tap Train. Gia tri ndy c6 y nghia dbi voi

cac tap mo low/medium/high. Néu v qua 16n Pgpnorm s& bdo hoa vé 0 cho hau hét miu, néu Y qua
1nh6 bién Papnorm S& khong phan biét dugc ; (3) Traffic Volume Vi, fric = clip (W, 0,1);
2é-1Dcl0ga(Pe)
. 1092(_6) . , ) N
m¢ hda bang ba tdp mo tam gidc low/medium/high trén [0, 1]; bién hé qua biéu dién mirc d6 anh
huong dung ba tdp mo tam giac voi low,medium, high va mét tdp Gauss critical tap trung tai 1,0

va (4) Prediction Entropy H = — do d6 bat dinh chuan hoa ctia p. Mdi bién duoc
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(o = 0,05). Bén bién duoc chon dé bu trir cac diém yéu cua Tﬁng 1: Pnormar phan anh d9 tin cay
cua Tﬁng 1 véi 16p legitimate; Papnorm do khoang cach dén centroid céc 16p tAn cong, xac dinh
mau co gﬁn vung hanh vi tn cong khong; Virafic biéu thi quy md luu lugng; Prediction Entropy H
khai thac chudn hoa ctia phan phdi x4c sut ensemble dé danh gia mirc d6 phan van (bat dinh) cua
Tang 1. Hé luat Mamdani gdm 9 luat gdm: R1: néu Py, cao hodc Pypyorm cao thi mic do anh
hudng 1a “critical”’; R2: néu Py, cao va Vi ffic cao thi mirc 4 anh huc’mg 1a “critical”; R3: néu
Pgey Va Pypnorm cung “medium” thi mirc ¢ anh hu(mg la “hlgh” R4: néu Py, hoic Pabnorm O
medium thi mirc d6 anh huong 1a “medium”; R5: néu P, thap thi muc d6 anh huong thap; R6:
néu A cao va P,,, medium thi mic d6 anh huong 1a “high”; R7: néu H cao va Pypnorm cao thi
mirc d6 anh huong 1a “critical”; R8: néu H thip va Py, cao thi mic d6 anh hudng 1a “critical”;
R9 (bao vé legitimate): néu H thip va P, thap thi mic do anh hudng thap. Piu ra giai mo
Simpact € [0,1] thu duoc bang phuong phép trong tim. Trong dé: cac luat R1, R2 tao canh bao
critical khi mau c6 do 1éch khoi legitimate cao, gan ving tin cong hodc c6 luu lwong bat thudng;
R3, R4 ap dung cho cac truong hop trung binh v6i canh bao nghi ngd chua du manh dé override
quyét liét; R5 va R9 c6 vai tro bao vé legitimate néu mau gan ving legitimate va mo hinh du ty
tin thi mic do anh huong thip tranh override sai; R6, R7, R8 bd sung vai trd ciia Prediction
Entropy — khi Tang 1 phan van hodc miu léch khoi legitimate rd rét, FIS ting mic canh bao dé
phuc hdi cdc mau tan cong bi nham.

3. Két qua va thao luan
3.1. Cai dat thuc nghiégm

Toan b thuc nghiém dugc trién khai, danh gia trén by dir liéu MQTTEEB-D [4] day 1a b dit
liéu thu thap tir méi truong IoT thuc gém 6 16p: legitimate, bruteforce, DoS, flood, malformed,
slowite. Téng sé 222.813 mau dugc chia theo ti 16 60/20/20 thanh Train/Test/Holdout. Trén tip
holdout c6 44.514 mau trén 6 16p duoc dung dé danh gia cudi, phan phdi nhin: legitimate 7,9%,
dos 18,8%, bruteforce 12,3%, slowite 9,0%, flood 4,6%. Toan bd thyc nghiém dugc thuc hién
trén Google Colab véi Python 3.10, imbalanced-learn [24], scikit-learn [25], xgboost va scikit-
fuzzy. Seed random_state=42 duoc ¢ dinh dé bao dam tai 1ap.

Céc chi s6 danh gia gom: F1-Weighted va F1-Macro phan anh hi¢u ning tong thé; Recall va
F1 riéng cho legitimate 1a thang do trong tdm cho 16p thiéu sb; Recall riéng cho bruteforce thé
hién kha ning phat hién loai tin cong kho nhét; Average Precision (AP) per-class va Macro AP
do hiéu ning trén thang x4c suét lién tyc theo [8].

3.2. Két qua

Dé chirmg minh hiéu qua cia phuong phap duoc dé xuét, chung toi da tién hanh phan tich
céc chi s6 phan anh cac khia canh khac nhau cta mot hé IDS trén dit liéu mat can bang gém
F1-Weighted (F1-W), F1-Macro (F1-Mac), Legitimate-Precision (Legit-P), Legitimate-Recall
(Legit-R) va Bruteforce-Recall (Brute-R). Trong d6 F1-W do hi€u néng tong thé co trong sb
theo kich thudc 16p, phan anh chat lugng phan loai trén da sé luu lwong; F1-Mac trung binh F1
khong trong s6, nhay véi 16p thiéu sb va boc 16 tinh trang thién vé 16p da s6 khi thap hon F1-W
rd rét; Legit-R do ti 1¢ phat hién dang luu lugng hop 18, gin truc tiép véi ti 1é canh bao gia
trong van hanh thuc; Legitimate-F1 (Legit-F1) can bang giita precision va recall cho 16p thiéu
s6, thiy dwoc su danh dbi (trade-off) giita hai loai 16i quan trong nhit; Bruteforce-Recall
(Brute-R) do truc tiép kha nang phat hién loai tn cong kho nhit trong MQTTEEB-D, 1a chi s6
phan 4nh dong gép cua Tang 2 FIS mot cach rd rang nhat. Bang 1 trinh bay so sanh hiéu ning
giita MLP, Ensemble Stacking va Hybrid Ensemble-FIS dé xudt dugc danh gia trén cung tap
holdout. Trong do6 precision cua 16p legitimate (Legit-P) tang 0,7 tur 0,6649 1én 0,7347 trong
khi recall (Legit-R) giam tir 0,7098 xudng 0,6482, nén Legit-F1 van tang nhe, day 1a sy danh
ddi c¢6 chu dich cua tang FIS.
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Bang 1. So sanh hi¢u nang cua 3 mé hinh trén tdp holdout ciia MOTTEEB-D

Mo hinh F1-W Fl1-Mac  Legit-P Legit-R  Legit-F1  Brute-R
MLP 0,8625 0,8017 0,3974 0,2709 0,3222 0,9180
Ensemble Stacking 0,9450  0,9152 0,6649 0,7098 0,6866 0,8890

Hybrid Ensemble — FIS (dé xuat)  0,9465  0,9174 0,7347 0,6482 0,6888 0,9233

Dé hiéu 16 tic dong cua FIS 1én timg 16p tin cong, Bang 2 trinh bay recall mdi 16p cua
Ensemble Baseline va Hybrid Ensemble-FIS trén tap holdout. Két qua cho thay 16p bruteforce
dugc cai thién rd rét voi mie ting 3% day ciing 1a myc tiéu thiét ké cuia Tang 2 FIS. Vi bén 16p
tan cong con lai két qua gan nhu khong thay d6i cho thiy FIS khong giy nhidu véi cac quyét
dinh da chéic chan & Tang 1.

Bang 2. So sanh recall per-class ciia Ensemble baseline va Hybrid Ensemble-FIS.
So trong ngodc la so mau phdn logi dung

Lop Recall Baseline Recall Hybrid Ty 1€ ting (%) Nhan xét
Bruteforce 89% (4862) 92% (5055) +3 Cai thién tot

Dos 98% (8190) 98% (8213) ~ On dinh
Flood 98% (2005) 99% (2015) +1 Cai thién nhe

Legitimate 71% (2492) 65% (2276) 6 Panh déi

Malformed 98% (20602) 98% (20728) ~0 On dinh

Slowite 97% (3887) 97% (3902) ~0 On dinh

(@) 20000 () 20000

1862 0 0 610 3 ° 5053 0 ° 117 3 ° i
bruteforce o s s . s o - 17500 bruteforce e - P + o . 17500
i I 8190 6 127 0 3 15000 ey 1 8213 6 67 37 37 15000
(98%) ( (0%) (98%) ) )
doci ° 2 2003 s 1 0 12500 il O 2 2015 25 1 0 12500
;E - 10000 E - 10000
wpititeis 7 19 2492 11 7 ——- 1s 38 2276 519 8
' a ) _ - - 7500 ) - - _ B 7500
%) %) %) % o8 %) b %) %) %) a%) %) L~
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Hinh 2. Ma trdgn nham lan ciia 2 mé hinh: Ensemble baseline (a) va Hybrid Ensemble-F1S (b)

Duya vao két qua ciia Hinh 2 c6 thé thdy mo hinh Hybrid Ensemble-FIS phuc hoi thém 193
méu bruteforce, dua recall 16p nay tir 89% 1én 92%. Recall ctia bon 16p tin cong con lai khong
thay d6i déang ké. Panh doi xay ra ¢ 16p legitimate: recall giam 6 diém (tir 71% xudng 65%),
tuong duong 216 mau legitimate bi chuyén sang attack, phan tan chu yéu sang malformed (+78)
va bruteforce (+76). Pay 1a su danh dbi c6 thé chap nhan duoc trong bdi canh IDS vi viée bo sot
bruteforce thuong c¢6 gia tri an ninh cao hon viéc xtr Iy canh bao gia tir luu luong hop 18. Tiép
theo dé danh gia mo hinh Ensemble co s¢ va Hybrid Ensemble-FIS trén cac 16p phan loai ctia tap
Holdout qua chi sé Average Precision, két qua dugc trinh bay & Bang 3.

Két hop Bang 3 va Hinh 3 c6 thé thiy cac két qua nhu sau: Thir nhét, bon 16p tin cong c6 chit
ky giao thirc 1 rét (dos, flood, malformed, slowite) déu c6 AP > 0,990 véi hai dudng baseline va
hybrid gan nhu chong khit, chimg minh rang FIS khong can thiép vao cac quyét dinh da chic
chan. Thir hai, duong cong bruteforce (AP =~ 0,976) nim & muc trung-cao, duy tri precision >
0,95 trong phan 16n dai recall va chi tut nhanh khi recall > 0,9 ddy 1a viing cdc miu bruteforce
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khé nhan dién do hanh vi miu tin gidng dang nhap hop 1¢. Thir ba, duong legitimate (baseline
0,750; hybrid 0,739) khac biét rd rét so voi nam 16p con lai, v6i khoang cach 16n nhét giita hai
duong nim ¢ vung recall trung binh 0,5-0,8 chinh 1a ving FIS tac dong manh nhét qua co ché
blending. Thir tu, 6 chinh xac trung binh Macro AP giam nhe (-0,0019) trong do 16p legitimate
(-0,0114), nam 16p con lai c6 @ chénh 1éch < 0,0002 nam trong sai sb do. Diéu nay x4c nhan FIS
chi tac dong ding ving dugc thiét ké (ranh gidi legitimate <> bruteforce) ma khong giy nhidu
cho céc 16p khac.

Bang 3. D¢ chinh xac trung binh (Average Precision (AP))theo tirng I6p

Lép AP Baseline AP Hybrid Chénh léch AP
Bruteforce 0,9757 0,9759 +0,0002
Dos 0,9980 0,9980 -0,00002
Flood 0,9935 0,9935 +0,00001
legitimate 0,7501 0,7387 —0,0114
malformed 0,9907 0,9905 —-0,0002
Slowite 0,9904 0,9904 +0,00003
Macro AP 0,9497 0,9478 -0,0019

So sanh duong cong Precision-Recall giira cdc mé hinh
Macro AP: Ensemble=0,9497 - Hybrid=0,9478

i — = Chu thich: [Lap] M& hinh (Chi s6 AP)
r‘ b | [bruteforce] Ensemble (AP=0,976)
| | — Ibruteforce] Hybrid (AP=0,976)
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—— [flood] Hybrid (AP=0,304)
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d] Ensemble (AP=0,991)
=d] Hybrid (AP=0,090)
[slow nsemble (AP=0,990}
[slowite] Hybrid {4P=0,990)

08

0,6

0.4 ‘
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Precision [0-1]

Nét dit (--): Ensemble|
Neét lién (—): Hybrid

0.0

0,0 0,2 0,4 0,6 0,8 1,0
Recall [0-1]

Hinh 3. Duong cong Precision-Recall cho 6 I6p
3.3. Thdo lugn

Tir cac két qua thu dugc sau thyc nghiém cta nghién ctru nay so v6i cac nghién ciru di cong
b6 trén MQTTEEB-D dugc trinh bay ¢ Bang 4. Nghién ctru [26] cho két qua F1-Mac = 0,99 véi
phuong phap Bagging va 0,98 cho CART trén bai toan phan loai 6 16p, tuy nhién két qua nay dya
trén kiém chimg 80/20 don gian khong c6 tp Validation doc 1ap, do do6 co thé ton tai van dé ro ri
dir liéu. Phuong phap d& xuat dat F1-Mac = 0,9174 thap hon nhung duogc kiém ching trén quy
trinh tach 60/20/20, trong d6 60% 1a tip Train, tdp Test 20% tach tiép ra 10% Test va 10%
Validation va 20% la tap Holdout gdm 44.514 miu dugc tach riéng dé dam bao khong bi 1o ri dir
ligu. Nghién ctru [27] cung la bai toan da 16p, dat F1-Mac = 0,86 voi phuong phap Decision Tree
(DT) va 0,85 v6i phuong phap GRU thip hon phuong phap dé xuit. Nghién ctru [28] dat F1-Mac
= 0,96 nhung trén bai toan nhi phan, vé ban chit d& hon bai toan 6 16p va khéng so sanh truc tiép
dugc. Pong gop khac biét ciia phuwong phap dé xuat khong chi danh gia dya trén F1-Mac ma con
phan tich per-class chi tiét (Brute-R = 0,9233, Legit-F1 = 0,6888) ma cac cong trinh dd néu
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khong cong bd, ngoai ra con co co ché hiéu chinh c6 chon loc va giai thich dugc thong qua FIS,
day cling la hai khia canh c6 y nghi thyc tién cao cho trién khai an ninh mang IoT.
Bang 4. So sanh dinh luong voi cdac cong trinh trén cung tap dit lieu MOTTEEB-D

Cong trinh Phwong phap Bai toan Phan chia dir li€u Acc F1-Mac
Bagging 0,99 0,99
[26] CART (DT) 6 lop 80/20 0,99 0,98
1D CNN 0,641 0,59
DT . 0,87 0,86
[27] GRU 6 lop 80/20 0.86 0.85
[28] DT 2 lop 80/20 0,98 0,96
Pé xuit Hybrid Ensemble-FIS 6 16p 60/20/20 ~0,95 0,917

Céc cong trinh [26]-[28] chi yéu tap trung vao mo hinh phat hién tong quat va bao cao hi¢u
nang chung, trong khi phuong phap dé xuét cua ching t6i khong chi tdi wu hiu nang phan loai
tong thé ma con di sdu vao van d& nham l4n giira legitimate va cac 16p tan _cong, dac biét la
bruteforce. Bing cach két hop Ensemble Stacking véi FIS, phuwong phap dé xuit duy tri F1-W va
F1-Mac & muc cao, dong thoi cai thién Brute-R va giai thich duoc sy thay do6i ciia Legit-F1 thong
qua Legit-P. Do do, dong gop chinh cua phuong phap khong chi cai thién hiéu nang ma con 1a co
ché hiéu chinh c6 diéu kién, c6 kha ning giai thich cho cac 16i phan loai kho trén MQTTEEB-D.

Két qua thuc nghiém khang dinh rang phan 16n cai thién dén tir viéc nang cap Tang 1 tir MLP
don sang Ensemble Stacking, v&i composite score tang +0,1003 va Legit-F1 ting gip do6i. Diéu
nay phu hop véi co sé 1y thuyét vé Ensemble: viéc két hgp ba mo hinh cé bias khac nhau (phi
tuyén manh tir MLP, rule-based tir RF, gradient boosting tr XGBoost) cho phép meta-learner
khai thac dong gop dac trung cua m01 md hinh trén moi vung khong gian dac trung [13]. FIS dat
sau Ensemble dem lai cai thién nho vé sb tuyét d6i nhung quan trong vé dinh tinh: viéc phuc hoi
193 mAu bruteforce dya trén chi sb danh gia theo ngudng diém co gia tri thyuc té cao vi day 1a loai
tan cong nguy hiém thuong din dén ton hai tai khoan va xdm nhédp siu hon. Piéu nay ching
minh Hybrid Ensemble-FIS c6 tiém ning ding dé xép hang canh bao theo mirc do rai ro dam bao
duoc tinh minh bach cua hé théng IDS.

4. Két luan

Kién trac hai tang két hgp Ensemble Stacking va Hé suy dién md c6 chon loc cho thay hiéu
qua phén vai 13 rét: Tang 1 dam nhén phén loai tong quat va dong gép phan 16n cai thién hiéu
ning, Tang 2 FIS déng vai tro tinh chinh c6 chon loc & ranh gi¢i mo giita 16p legitimate va 16p
bruteforce, von 1a diém kho phan biét nhat trong di liéu MQTT kho phén, nang recall cua 16p tan
cong bruteforce tr 89% 1én 92%. Két qua phan tich trén nhiéu chi sé cho thiy phuong phap de
xudt cai thién & thang quyét dinh ctung (F1, Recall) nhung lai khong cai thién & thang xac suét
lién tuc (AP). Cu thé, Hybrid Ensemble-FIS lam Macro AP giam nhe 0,0019 diém, su giam nhe
nay phan 16n dén tir 16p legitimate. Day 1a co so dé danh gia c6 ¥ nghia thyc tién khi danh gia cac
hé IDS trén dit liéu mét can bang. Cac huéng nghién ciru tiép theo bao gdm: tinh chinh co ché két
hop xéc suit dé khoi phuc AP ciia 16p legitimate; mo rong FIS sang cac nhanh tin cong khac;
tich hop luat mo hoc dugc hudng téi hé Neuro-Fuzzy IDS hoan chinh; va kiém chung tinh tong
quat trén cac bd dit lidu MQTT khac nhu MQTT-loT-IDS2020 va MQTTset. V& khia canh trién
khai, hé théng dé xuit phu hop voi gateway IoT van hanh véi ngudng quyét dinh ¢b dinh, dic
biét trong céc kich ban doi hoi ca hi¢u ning phat hién cao va kha nang giai thich quyét dinh.
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Nghién ctru nay dugc tai trg boi Truong Pai hoc Giao thong van tai (PH GTVT) trong dé tai
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