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Tém tit

Ngay nay v6i mirc d két ndi toan cau rat 16n va sy phd bién rong rii cia mang xa hoi cliing
cac thiét bi di dong, do d6 rui ro bi tn cong mang va nhimng 16 hdng dir liéu dang ngay cang
gia ting. Rui ro mang may tinh dugc xem 1a mot trong cac thach thirc nghiém trong nhat vé
kinh té va an ninh thong tin dbi véi cac doanh nghiép. Tir d6, muc tiéu chinh cua bai viét 1a
nham lam rd mot s6 van dé vé rui ro an ninh mang va quéan 1y rai ro, qua d6 hudng dén dé xuat
mot s6 giai phap dé gitp nhan vién c6 thé nang cao vin hoa nhén thirc an ninh mang trong linh
vuce ké toan cung véi viéc hd trg doanh nghiép 4p dung cac kién thuc quan tri an ninh mang
trong cong tac quan Iy va diéu hanh hién nay.
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Abstract

Today, with a huge level of global connectivity and the widespread availability of social
network and mobile devices, the risk of cyberattacks and data breaches is increasing.
Computer network risk is considered one of the most serious economic and information
security challenges for businesses. From there, the main goal of the article is to clarify some
issues about cybersecurity risks and risk management, thereby aiming to propose some
solutions to help employees improve the culture of cybersecurity awareness in the field of
accounting along with supporting businesses to apply cybersecurity management knowledge
in current management and administration.
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1. Giéi thiéu



Cong nghé thong tin va truyén thong da dinh hinh lai viéc tao ra gia tri kinh té béng cach cho
phép cac doanh nghiép giam su phu thudc vao tai san va von hiru hinh, dé cao vai trd ctia von
tri tué. Piéu nay da khién hau hét cac thi truong dua vao cac nén tang internet do con nguoi
tao ra (Starr & cong su, 2010). Loi ich cua viéc khai thac mién trén mang 1a kha nang phat
trién méi cia cac doanh nghiép khic phuc cac rang budc vé thoi gian va dia Iy nhu mot yéu tb
thiic day cac mé hinh kinh doanh méi. Tuy nhién, mot tic dung tiéu cuc cta sy phu thudc vio
tén mién nay nam & pham vi 16 hong bao mat ma nd gy ra. Cac mdi de doa trén mang co thé
pha v& su an ninh, sy 6n dinh va bén virng cua céac td chuc béng cach anh huong dén tinh bao
mat, tinh toan ven va tinh kha dung cua thong tin.
Tac gia Brands & Elam (2021) cho rang, dit liéu cta t6 chirc 12 tai san vo gia. Néu khong bao
vé n6 s& gay nguy hiém cho vi thé canh tranh, danh tiéng va tinh bén viing trong hoat dong.
Nhu Richard Clarke, cyu Diéu phéi vién Quéc gia vé An ninh, bao vé Co so ha téng va Chéng
Khing bd ctia Hoa Ky, di noi: “Néu ban chi tiéu nhiéu hon cho ca phé hon la cho bio mdt
cong nghé thong tin, ban sé bi tin cong. Hon nita, ban xing ddang bi tin céng”. Hanh dong
ngay hém nay dé bao vé to chirc ctia ban khoi nguy co an ninh mang.
Nhu ching ta da biét, an ninh mang 14 thuat ngit chuyén dung trong linh vuc cong nghé thong
tin. Day 1a hé thong tong hop cac hoat dong nham dam bao sy an toan vé thong tin dit liéu trén
may tinh, may chu, thiét bi di dong khoi cac cudc tan cong qua Internet. Hién nay, an ninh
mang ludn 1 van dé duoc quan tdm d6i voi nhidu doanh nghiép va té chirc. Vi thé, ho khong
ngimg phat trién va thay d6i hé thong bao mat nham ngin chin va han ché t6i da cac rai ro
xam nhap hé thong mang trai phép. Trong bai viét niy, tac gia tap trung trinh bay mot sb noi
dung lién quan van dé quan 1y rai ro va hudéng dén nang cao vin hoa nhan thic an ninh mang
ctiia nhan vién

2. Dinh nghia an ninh mang
Theo khoan 1, Piéu 2, Luit An ninh mang 2018 dinh nghia an ninh mang la: “An ninh
mang 1a sw bao dam hoat dong trén khéng gian mang khéng gdy phiwong hai dén an ninh quoc
gia, trdt tw, an todn xd hoi, quyén va loi ich hop phdp ciia co quan, t6 chire, cd nhdn”.
An ninh mang thuong dugc st dung nhu mdt thuat ngit tuong tu cho bdo mat thong tin. Tuy
nhién, an ninh mang khong nhat thiét chi 13 bao vé ban than khong gian mang ma con bao vé
nhimg ngudi hoat dong trong khong gian mang va bt ky tai san nao ctia ho co thé dugc tiép
can thong qua khong gian mang (von Solms & van Niekerk, 2013). An ninh mang bao gom
cac cong nghé, quy trinh va kiém soat duoc thiét ké dé bao vé hé théng, mang va dir li¢u khéi

cac cudc tan cong mang.



An ninh mang hiéu qua lam giam nguy co bi tdn cong mang va bao vé xa hoi, to chirc va ca
nhan khoi viéc khai thac trai phép cac hé théng, mang va cong nghé. An ninh mang 13 mot
khai niém bao gdm bao mat thong tin va dam bao thong tin (No & Vasarhelyi, 2017). Do do,
an ninh mang lién quan dén viéc bao vé thong tin duoc danh gia va truyén qua bat ky mang
may tinh nao (Gordon & Loeb, 2006).
Khi s6 luong su ¢6 an ninh mang tiép tuc gia ting va cac bén lién quan ngdy cang lo ngai, cac
cong ty dang danh ngudn luc déng ké cho cac nd luc quan Iy rui ro an ninh mang va céc tiét 16
lién quan dén an ninh mang. Bai bao ndy mo ta cach ké toan c6 vi tri duy nhit dé hd tro cac
cong ty trong nhitng nd luc nay trong ning luc tu van va dam bao. Ching t6i trinh by mot mo
hinh quan 1y rii ro an ninh mang hiéu qua va thao luan vé cach ning luyc cbt 15i ciia ké toan
vién c6 thé ting thém gia tri dang ké trong timg giai doan trong s6 nam giai doan ctia mé hinh.
Ngoai ra, chiung t61 st dung mdt sb su ¢b an ninh mang ndi tiéng gﬁn day lam vi du minh hoa
trong mdi giai doan trong s6 nam giai doan. Chiing toi két luan bang cach thao luan vé céc tc
dong ddi véi ké toan.

3. Quan ly rii ro an ninh mang
Viéc xéac dinh va uu tién rui ro 1 diéu can thiét dé quan 1y rai ro hiéu qua. Néu mot cong ty
khong xac dinh duoc cac rui ro nhét dinh hodc wu tién céc rii ro sai, viée quan 1y rai ro chéc
chan sé& that bai va ddn dén nhiing hau qua bat lgi dang ké. Diéu nay dic biét dung trong linh
vuc an ninh mang, noi c6 vo s6 cac mdi de doa an ninh mang luon thay ddi do tin tic nghf ra.
Theo Sallos & cong sy (2019), an ninh mang van 1a mot nhiém vu thir yéu trong hau hét cac
mo hinh kinh doanh, vi né cung cép cac co hoi han ché dé kiém tién va tao ra gia tri - do la
van dé to chire. Kién thirc nhu mét cau tric xuyén sudt an ninh mang va mo ta rui ro to chuc
rong hon theo mot s6 cach. Mdi lién hé giira rai ro va kién thire dd dugc Max-Neef (2005)
nhan manh, tac gia 1ap luan rang kha ning quan 1y rii ro hiéu qua ciia mot t6 chirc bt ngudn
tir kha ning quan 1y kién thirc lién quan.
Lién quan dén an ninh mang, Tisdale (2015) néu ra sy can thiét ctia cic phuong phap tiép can
da chiéu nhdm mé rong trién vong k¥ thuat dién hinh, ung ho dinh hudng hé thdng, do phic
tap va nén tang quan 1y tri thirc. Trong bdi canh bao mat Thong tin, Shedden & cong su (2011)
minh hoa tim quan trong cda viéc tinh toan céc rui ro dbi véi viée trau doi va trién khai kién

thirc vé to chuec.



Hinh 1. Cac thanh phin ciia quan Iy rii ro

Quan Iy i ro

Xac dinh i ro » Bxinh gid rii ro » ¢ Kiém sodt rii ro

Xac dinh. kiém ké Xac dinh tin suit Lira chon cic chién
vi phin loai tai san Xdy rarii m hroe kigm sodt

Phin logi, dinh gia
vt tién cac tal Brnh gia ton that
san

Bnén chmh cac kian
st

Trién khai, giam sat
Tinh todn i ro va danh gia cac
kiém soat

Xac dinh vawu tién
ciC nguy co

Xic dinh diém yéu Bxinh gid kha ning
bao mit cua tii san chip nhin rui ro
(Nguon: Whitman & Mattord, 2014)
Xéc dinh rui ro 12 vin dé dau tién khong lién quan truc tiép dén cong nghé, nhung 13 tién than
quan trong dé thyc hién cac bién phap kiém soat cong nghé. Dit liéu 14 tai san quan trong nhat,
néu bi mat hodc bi xam pham, s€ khién t6 chire bi thiét hai dang ké hodc tham chi c6 thé de
doa su tOn tai cta td chic. Do d6, xac dinh cu thé dit liéu, thong tin ké toan quan trong nhét 1a
mot cong viéc quan trong. Sau khi dir li¢u, thong tin ké toan quan trong dugc xac dinh, murc
d6 bao mat cao nhit ¢ thé dugc hudng dén cac quy trinh va hé thdng thu thap, luu trix va duy
tri dir lidu ké toan nay, trong khi cc bién phap bao mat it nghiém ngat hon va it ton kém hon
c6 thé dugc ap dung cho dit liéu, thong tin khéng quan trong.
Pé xac dinh dit liéu ké toan nay, ban hiy bat dau bang cach hoi nhitng ngudi chu chdt trong to
chitc ctia ban vé dir liéu nao 1 thuc su can thiét (hoac nhi¢m vu quan trong). Ban s€ théy réng
dit liéu quan trong thuong duoc lién két véi cac khia canh cua to chirc xac dinh tinh doc nhat
clia t6 chtrc va tao ra tinh canh tranh thuan loi. Dit liéu quan trong ciing thuong duoc lién két

vo1 cac nguon lyc thiét yéu (nhu hang ton kho hodc tién mat) va cac nhém bén li€n quan chinh



(chang han nhu khach hang, nha cung cdp va nhan vién). Ngoai ra, cAn suy nghi vé cac quy
trinh kinh doanh ¢t 13i trong t6 chirc ctia ban, chiang han nhu chu trinh doanh thu va chu trinh
chi phi. Boi 1& cac quy trinh nay 1a trong tAm ctia mét to chirc, ching thuong sé tao ra khdi
luong 16n dir liéu va néu hé théng tao ra dir liéu khong thanh cong, sé€ din dén chi phi thoi
gian ngimg hoat dong cao, day 1a hai ddc diém chinh ctia cdc hé théng quan trong.
Mot khia canh khéc cua di liéu quan trong 1a n6 thuong dugce tao ra bdi cac qua trinh tich hop
hodc hop nhét ton tai ¢ giao diém cua cac md-dun nghiép vu. Tai cac diém tich hop, dir liéu tir
cac bo phan khac nhau cua td chire hop nhét, s& tao ra nhiéu thong tin dugc cac nha quan ly
thyc hién quyét dinh danh gia cao.
4. Nang cao van hoa nhén thirc an ninh mang

Khi t6 chirc d3 xac dinh cac chinh sach huéng dan chwong trinh an toan va chon mé hinh an
toan tong thé bang cach tao, didu chinh bang ké hoach chi tiét trong tng, budc tiép theo can
trién khai chuong trinh gido duc, huén luyén va nang cao nhan thirc vé an toan, hay con goi 1a
chuong trinh SETA). Chuong trinh SETA phai do giam déc an toan thong tin (CISO) phu
trach va 1a mot bién phap kiém soat duogc thiét ké dé giam céac sy ¢d do nhan vién vo tinh vi
pham an ninh. Li ctia nhan vién la mot trong nhiing mbi de doa hang dau dbi voi tai san
thong tin, do d6, phat trién chuong trinh SETA dé chéng lai mdi de doa nay 1a can thiét. SETA
dugc thiét ké dé bo sung cho cac chuong trinh gido duc va huan luyén chung ma nhiéu to chirc
su dung dé huan luyén nhan vién vé an ninh mang. Muc dich cia SETA la tang cuong an toan
bang cach thuc hién nhitng diéu sau:

e Nang cao nhin thuc vé su can thiét phai bao vé tai nguyén hé théng

e Phat trién k¥ ning va kién thirc dé nguoi ding may tinh co thé thuc hién cong

viéc cua ho mot cach an toan hon
e Xay dung kién thirc chuyén sau khi can thiét dé thiét ké, trién khai hodc van
hanh cac chwong trinh an toan cho céc to chirc va hé thong

Bing 1. Khuén miu so sanh ciia chwong trinh SETA

Giao duc Huan luyén Néang cao nhin thirc
Thugc tinh Tai sao Nhu thé nao Cai gi
Cap db Ban chat (Insight) Kién thtrc Thong tin
Muc tiéu Hiéu K¥ nang Su trinh bay
Phwong phap giang | Huéng dan 1y thuyét | Huéng dan  thuc | Phuong tién truyén
day - Thao luan hanh thong




- boc kién - Bai giang - Videos

thirc - Tinh hudng - Newletters
- Thuc hanh - Posters
Bién phap kiém tra | Bai luan Giai quyét van dé Trac nghiém
Khung thoi gian | Dai han Trung han Ngan han

anh hwéong

(Nguon: NIST SP 800-12)
Cu thé can 1am viéc véi bd phan cong nghé thong tin ctia ban dé tao mot trang web nang cao
nhan thirc vé& an ninh mang nham gido duc nhan vién vé cac rai ro an ninh mang. Bao gdm
chinh s4ch an ninh mang cuia ban, giai thich vé cac van dé va cac bao céo bio chi gan day vé
vi pham an ninh mang. Viéc hiéu 3 rui ro va chién thuat “soi doi 16t ciru” ma tin tic sir dung
s& giup ngudi dung nhay bén hon véi phan xa dé nhanh chéng xac dinh, phan Gmg, ngin chin
va chin ding cac cudc tin cong. Thoi gian 14 tién bac trong cudc chién tranh mang. Xay dung
chuong trinh dao tao ¢ y nghia va hiéu qua dé phat trién cac nhan vién chuyén nghiép vé an
ninh mang.
Tang cuong dao tao vadi lién lac lién tuc xac dinh céc mdi de doa hién tai va cach dbi pho. Vi
du: Pai hoc Kinh té TP.HCM théng bao cho cong dong clia minh qua email khi phat hién thay
mot email spam hodc lira dao va hudng dan nguoi ding x6a email ngay lap tic. Chia sé cac
chién lugc dé xac dinh va bao vé nguoi dung tir cac email lira dao nhu khuyén khich nhan vién
tao mét khiu manh va duy nhét va bao céo ngay cac email dang ngd cho bd phan céng nghé
thong tin ciing nhu khong khuyén khich ca viéc chia sé mat khau va cung cap thong tin ngay
1ap tirc theo yéu cau.

5. Ap dung kién thirc quan tri an ninh mang

Nhiéu nhan vién ké toan quan tri tich cyc tham gia vao viéc phat trién, thuc hién va giam sat
kiém soat ndi bo cia to chirc ho bang cach stir dung Khuén miu Kiém soat ndi bo tich hop cia
COSO. Céc t6 churc phai mo rong céc bién phap kiém soat ndi bo dé chéng lai cac mdi de doa
an ninh mang bang quéan tri an ninh mang. Cac khai niém va quy trinh d¢ 4p dung khuon mau
an ninh mang duogc xay dung dua trén cac ky nang va cong cu hoc dugc tir viéc trién khai
khudén mau COSO. Mot s6 khuoén miu quan tri an ninh mang dugc st dung rong rai giai quyét
rii ro an ninh mang, bao gdm Khudén miu an ninh mang ctia Vién Tiéu chudn va Cong nghé
Quéc gia (NIST) ctia B6 Thuong mai Hoa Ky va ISO 27000.
Khung CSF bao gdm ba thanh phan: cbt 161, cdu hinh va cac cp trién khai. Phan cdt 15i bao

gdm cac két qua an ninh mang phi k¥ thuat rd rang, c6 thé dé dang diéu chinh cho phu hop véi



mot to chirc: xac dinh, bao vé, phat hién, phan tmg va phuc hdi. Phan cau hinh dé cap dén cac
yéu cau, myc tiéu, mirc dd chap nhan rui ro va nhitng ngudn luc cy thé cia mot to chire, trong
khi phan céac cip trién khai dé cap dén cach thirc t6 chirc quan 1y rai ro an ninh mang bao gdm
ba yéu td can hudng dén cta an toan thong tin: tinh bao mat, tinh toan ven va tinh kha dung.

6. Trién khai vi tri Giam doc an toan théng tin (CISO)
Céc t6 chtic phai chu dong quan 1y cac rii ro va méi de doa an ninh mang. Bao vé mot to chirc
12 mot trach nhiém duogc chia sé bat dau tir ban giam déc va xuyén sudt to chirc. Néu rui ro xay
ra, tO chirc phai chiu trach nhiém. Hay nhé réng, rui ro an ninh mang khong chi 1a rti ro cua
bd phan cong nghé thong tin ma 13 rui ro cho moi nhan vién, nha quéan 1y, d6i tac kinh doanh
déu so hitu rai ro. Khuon mau COBIT 2019 xac dinh co cau t6 chic 1a mot yéu to quan trong
dé dat dugc cac bién phap kiém soat hiéu qua va bao mat. biéu dic biét quan trong la cac td
chirc giao trach nhiém vé thong tin bao mat cho mot cip quan 1y cip cao thich hop vi nhu vay
td chirc s& c6 nhiéu kha nang c6 mdt nhém ung phd su ¢b duoge dao tao tét hon so véi cac to
chtrc khong bat mot ngudi nao dé chiu trach nhiém vé bao mat thong tin. Va mét cach dé dap
ung muyc tiéu nay la tao ra vi tri CISO, vi tri nay nén ddc 1ap vdi cac chure nang hé théng thong
tin khac va nén béo cdo cho giam ddc hoat dong (COO) hodc giam dbc diéu hanh (CEO).
CISO phai hiéu mdi truong cong nghé cua cong ty va 1am viée véi giam dbc thong tin (CIO)
dé thiét ké, thyc hién va thiic day cac chinh sach va quy trinh bao mat hop 1y. CISO ciing nén
12 mot ngudi xem xét va danh gia khach quan vé moi truong cong nghé thong tin. Theo do,
CISO phai c¢6 trach nhi€ém dam bao r?mg cac danh gia 16 hé)ng va rui ro dugc thuc hién thuong
xuyén va kiém toan bao mat duge thuc hién dinh ky. CISO ciing can hop tac chat ché voi
ngudi phu trach an ninh vat 1y vi truy cap vat 1y trai phép c6 thé cho phép ké xam nhap vuot
qua cac kiém soat truy cap logic phirc tap nhat. Do d6, day 1a mot vi tri giam dbc cp cao chiu
trach nhiém vé bao mat cong nghé thong tin, tir xac dinh rdi ro an ninh mang dén dan dau phan
ung ddi voi vi pham dir li¢u, CISO nén bao gém viéc lién lac vién v&i cong nghé thong tin, ké
toan va tai chinh, hoat dong, tiép thi va ban hang.
Tai liéu tham khao

Brands, K., & Elam, D. (2021). Strategies for Crisis Management in a Pandemic: A
Framework for Businesses and Organisations. 7The New Normal: Challenges of Managing
Business, Social and Ecological Systems in the Post COVID 19 Era.

Gordon, L. A., & Loeb, M. P. (2006). Budgeting process for information security
expenditures. Communications of the ACM, 49(1), 121-125.



Max-Neef, M. A. (2005). Foundations of transdisciplinarity. Ecological economics, 53(1),
5-16.

No, W. G., & Vasarhelyi, M. A. (2017). Cybersecurity and continuous assurance. Journal
of Emerging Technologies in Accounting, 14(1), 1-12.

Sallos, M. P., Garcia-Perez, A., Bedford, D., & Orlando, B. (2019). Strategy and
organisational cybersecurity: a knowledge-problem perspective. Journal of Intellectual
Capital.

Shedden, P., Scheepers, R., Smith, W., & Ahmad, A. (2011). Incorporating a knowledge
perspective into security risk assessments. Vine.

Starr, S., Kuehl, D., & Pudas, T. (2010). Perspectives on building a cyber force structure.
In Proc. Conf. on Cyber Conflict, 163-181.

Tisdale, S. M. (2015). Cybersecurity: Challenges from a Systems, Complexity, Knowledge
Management and Business Intelligence Perspective. Issues in Information Systems, 16(3).

Von Solms, R., & Van Niekerk, J. (2013). From information security to cyber
security. computers & security, 38, 97-102.

Whitman, M., & Mattord, H. J. (2014). Information security governance for the non-
security business executive.

Trang web: https://csrc.nist.gov/publications/detail/sp/800-12/rev-1/final

Trang web: https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Luat-an-ninh-mang-
2018-351416.aspx



