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TOM TAT

Trudce thach thie phat trién may tinh luong tir, cac thuat toan
chir ky s6 khang luong tir da duoc ra doi va nhan duoc quan
tam cua nhiéu nha khoa hoc. Bai béo nay tap trung vao danh
gia cac thuat toan chit ky sb khang luong tir dua trén ham bam
va kha nang tng dung cua chung trong viéc bao vé thong tin
truyén tai. Phan tich, tong hgp va so sanh nhirng diém manh va
han ché ciia cac thuat toan 1a phuwong phap nghién ctu chinh
clia bai bao. Dong thoi ciing chi ra thach thirc khi tmg dung
chiing trong cac linh vyc khdc nhau nhu ngan hang, thuong
mai dién tir va chinh pha. Bai bao hiru ich cho nhitng nguoi
mai bat dau nghién ciru vé chir ky sb khang luong ti, gidp ho
¢6 dugc céi nhin tong quan ve linh vye. N6 cling giup cac nha
quan ly, chinh pha va céc té chirc khac trong viéc dua ra cac
quyét dinh va chinh sach lién quan dén nén tang bao mat bang
chir ky so.

Tir khoa: Khang lugng tir; chir Ky s6; ham bam; bao mat théng
tin; mat ma.

1. Giéi thi¢u

Trong nhitng nim gan day, voi su phat trién cua may tinh
lwong tir, cic phuong phap truyén thong trong vi¢c bao
mat thong tin nhu thuat toan chir ky s6 dya trén RSA hay
ECC dang dan tré nén khong an toan va can dugc thay
thé bang cac giai phap mai khac [1-5]. Mot trong nhiing
giai phap d6 1a str dung cac thuat toan chit ky s6 khang
luong tir (hau lugng tir) dua trén ham bam [6-10].

Céc thuat toan chir ky sé khang lugng tir dwa trén ham
bam da duoc dé xuat tir kha lau va duge ching minh dat
duoc do bao mat t6t hon so v&i cac thuat toan chir ky s6
truyén thong [1, 10-16]. Cac thuat toan chir ky sO nay
dugc phat trién dua trén k¥ thuat chit ky sé mot 1an va st
dung ham bam dé tao ra khoa [7-9, 17-19]. Pén nam
2016, Vién Tiéu chuan va Cong nghé Qudc gia My
(National Institute of Standards and Technology - NIST)
d3 kéu goi cac ca nhan va cac t6 chirc dé xudt thuat toan
duogc cho 1a c6 kha nang khang luong tir véi thoi han mot
nim dén thang 11 nam 2017 [21]. Thang 1 nam 2018,
NIST da cong bd ket qua cua vong dau tién. Da co 82
thuat toan dugc dé xuét (gdm ca ma hoa, trao d6i khoa va
chir ky s6). Trong d6 23 trong sd ching 1a cac lugce d6
chit ky va chi 4 1a cac luoc dd chit ky dua trén ham bam
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(nhung chi c6 2 trong sd do dugc xudt ban). Vao thang 4 nim 2018, NIST di td chtrc mot
hoi thao, noi ngudi dé xudt trinh bay cac giai phap cta ho. Tiép theo 1a giai doan phan tich
tir 3 &én 5 ndm voi bao céo vé cac danh gia. Du kién, tirndm 2023 dén nam 2025, mét ban
thao chuin hoa cho mat mi hau luong tur [21] s& san sang. NIST nhan manh ring day
khong phai 13 mot cude thi va mot s tng vién c6 thé duoc chip thuin cho mot tng
dung/muc dich duy nht.

Trong bai bao nay, chiing t6i s& gidi thiéu tong quan vé chit ky sé khang luong tir
dua trén ham bam thong qua cac thudt todn nhu Lamport, Merkle, HORS, Picnic va
SPHINCS+ [21]. Pay 1a cac thudt toan dugc danh gia cao vé kha ning ing dung va trong
do cé cac thuat toan lot vao vong 2 hoac vong 3 cua cudc thi tim chuin ma hoa do NIST
td chirc d3 néu trén. Chung t0i s€ trinh bay vé céu tric, cach thirc hoat dong cua tung thuat
toan. Pong thoi, s& so sanh cac thong sb clia cac thuat toan nhu do dai khoa, d6 phuc tap
tinh toan va d¢ an toan. Cu01 cung, chung toi s& dwa ra danh gia vé kha ning g dung cua
cac thuat toan chir ky s6 khang luong tir dwa trén ham bam va nhitng han ché ciia chung
trong thuc té.

Bai bao dugc cdu trac thanh 4 phan, sau phﬁn gi6i thiéu 12 phan trinh bay vé phuong
phép nghién ctru v6i 3 nhom phuong phép chinh gom phuong phép phan tich tai li¢u, phan
tich ndi dung, phén tich hé thong Noi dung chinh cta bai bao nam trong phan 3 - Két qua
va thao luan. Phan nay bao gom gidi thiéu vé cac thuit toan, mo ta hoat dong, phan tich,
danh gid va so sanh céac thuat toan.

2. Phwong phap nghién ciu

Mat ma hau lugng tir 1a mdt linh vuc khoa hoc con rit méi va la khong gian m&
dbi v6i cac nha khoa hoc trén ca thé gigi va ¢ Viét Nam. Hién tai may tinh luong tr chua
dugc st dung phd bién méi chi duoc nghién ciru va sir dung trong cac phong thi nghiém
cua cac tap doan lon trén thé gidi nén viéc nghién ctru vé mat mé khang luong tir hay nho
hon 1a chit ky s6 khang luong tir 14 rat thoi sy va cép thiét. Vi vay trong bai bao téng quan
nay ching toi str dung cac phuong phap nghién ctru chi yéu sau:

- Phuong phép phan tich tai liéu: Phuong phap nay bao gom danh gia cac tai liu
trude day di duoc xuit ban vé chu dé chir ky sd va chit k§ sé khang lugng tir dya trén ham
bam. Viéc nay gitip danh gia tinh hinh nghién ctru hién tai, nhiing han ché, diém manh va
nhimg d¢ xuit img dung ctia chung.

- Phuong phap phan tich n6i dung: Phuong phap nay giup danh gia cac thong 5O
ky thuat dé phat hién ra cac van dé, xu hudng giai phap chinh dé phat trién cac dong chit
ky s6 luong tir trong tuong lai.

- Phan tich hé théng: bai bao dang dé cap dén mot linh vyc phurc tap, phuong phap
phén tich h¢ thong dugc str dung dé dua ra cai nhin toan dién vé cic mbi quan hé giira cac
yéu t6 khac nhau trong linh vuc do.

3. Két qua va thao luan
3.1. Gidi thigu cac thugt toan chi ky sé khdng lwong tir dwa trén ham bim

Céc luge do chit ky s6 dya trén ham bam (hash-based signature) gan day da thu
hit dugce nhiéu su chu y nhu mot sy thay thé tiém nang cho cac lugc dd chir ky sb truyén
thong khi cac may tinh lugng tir quy moé 16n duogce xay dung [1-5, 9]. Ly do chinh c6 1€
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1a do cac wdc tinh vé do an toan - cling 12 dé an toan chdng lai cac cudc tin cong dugc
hd tro bai may tinh luong tir. Diéu nay phan biét chir ky dwa trén ham bam véi cac luge
d chir ky hau lwong tir khac [1]. Ngoai ra, chit ky dya trén ham bam khong can cac phép
toan tinh toan phirc tap nhu sé hoc sé nguyén 16n [5-9]. Luoc d6 chir ky s6 dua trén ham
bam thi thuong co kich thuéc chit ky 16n nhung thoi gian thyc hién ky kha 1a tuong d6i
nhanh. Thém nita, cac lugc do chit ky dya trén ham bam c6 kich thuée chir ky kha 16n
nhung kich thudc khoa cong khai lai nho. Cho t6i nay, cac luge dd chir ky sé dua trén
ham bam dang mang lai d6 tin tudng 16n nhét do céac luge dd nay c6 do an toan chi dua
trén do an toan cua ham bam dugc st dung thay vi mot sb bai toan kho nhu céc bai toan
kho khang luong tir khac [14]. Sau ddy sé& gidi thiéu nhanh mot sé diém co ban vé cac
thuat toan chit ky sb khang luong ti.

- Lamport One-Time Signature Scheme (Lamport OTS): Day la mot thuat toan
chir ky s6 don gian va hiéu qua, dugc dé xuat boi Leslie Lamport vao nam 1979. Thuat
toan nay su dung mdt by doéi khoa bi mat va khoa cong khai cho mdi bit cua thong diép
can ky [1]. Mic du rat hiéu qua, Lamport OTS khong thé tai str dung va doi hoi mot bd
khoa khong 15.

- Merkle Signature Scheme: Pugc dé xuét boi Ralph Merkle vao nam 1987, thuat
todn nay giai quyét van dé vé sb lugng khoa trong Lamport OTS bang cach sir dung mot
cay Merkle hash. Mdi 14 cay dugc ky bang Lamport OTS va céc gia tri hash ctia cac 14 cay
duoc sir dung dé tao ra chir ky [18].

- Hash-based Online Short-term Signatures (HORS): Puoc gidi thi€u boi
Patrick Horster va Joachim von zur Gathen vao nam 2011, HORS st dung mét bd khoa bi
mat duy nhat dé tao ra chit ky cho nhiéu théng diép [1].

Ngoai ra, trong cudc thi tim kiém Chit ky s6 khang luong tir ciia NIST, da loai bo
mot sb thuét toan sau hai vong déanh gid, chi con lai 7 thudt toan, va tat ca cac thuat toan
d6 déu duoc danh gia cao vé d0 an toan va hiéu sudt. Cac thuat toan do bao g@)m:
SPHINCS+, Picnic, Rainbow, SPHINCS-256, GeMSS, Gravity-SPHINCS, qTESLA.
Trong s6 7 thuat toan chir ky s6 khang lugng tir dya trén ham bam dugc chon sau hai vong
danh gia cta cudc thi Chit ky sé Khang luong tir cia NIST [21], chung ti Iya chon gidi
thiéu thém vé 2 thuat toan:

- SPHINCS+: SPHINCS+ 1a mot thuat toan chit ky ) khang luong tur dua trén
ham bam, duogc gigi thi€u bdi Johannes Buchmann, Erik Dahmen, Andreas Hiilsing,
Alexander May va Christof Paar vao nam 2017. SPHINCS+ st dung mot sb ky thuat méi
nhu cay hash tuy chinh (custom hash tree), tranh stir dung 1ap lai (avoiding repetition), va
khir nhidu (noise reduction) dé giam thiéu kich thudc cta chit ky va ching chi, ciing nhu
tang cuong tinh bado mat cua thuat toan [13].

- Picnic: Picnic 1a mét thuat toan chir ky ) khéng lugng tir dua trén ham bam,
dugc gidi thi¢u bdi Stefan Dziembowski, Sebastian Faust, Vladimir Kolmogorov,
Krzysztof Pietrzak, Guy N. Rothblum, va John Steinberger vao ndam 2019 [21]. Thuét toan
nay str dung mot ham bam duoc goi 12 SPHINCS+-Haraka dé tao ra chir ky. Picnic dugc
thiét ké dé dap ung cac yéu cau bao mat khat khe cuaa cac tng dung thuc té, nhung van
dam bao tinh kha dung va hiéu suét.

42



Pé Thi Bdc, Bounsaveng Khit / Téng quan vé chir ky sé khdng heong tir dua trén ham bam

3.2. Céch hoat dgng caa cac thudt toan

Dé hiéu cach hoat dong cua cac thuat toan chir ky sé khang luong tir dua trén ham
bam, ta c6 thé xem Xét chi tiét vé cach chdng tao khoa, tao chir ky so va cach xac minh
chir ky so. Tat ca s€ dugc minh hoa thong qua so do thuat toan véi ma gia (pseudocode).

3.2.1. Lugc do Lamport

Luoc dd chit ky dua trén ham bam dau tién duoc ghi nhan trong mot béo céo ky
thuat caa Lamport [1], mac du lugc do twong tu d6i khi dugc goi la “luge do chir ky mot
lan cta Lamport-Diffie”. Xem Hinh 1 @ biét minh hoa vé mét chir ky dugc tao ra va cac
Thuat toan 3.2.1, 3.2.2 va 3.2.3 cho cac md ta bang mé gia.

Thuat toan 3.2.1. Lamport.KeyGen () (n, k, F)
1:forie{l,...,n}do
2 forje {0,1} do
3: Si.j «— {0, 1} ¥
4: pi.j < F (si)
5
6:
7.

end for
end for
return pk = (pz,0, P11, ..., Pno, Pn1); SK = (S1,0, S1,1, ..., Sn,0, Sn,1)

Thuit toan 3.2.2. Lamport.Sign (m, sije k) (n, F)
(Mg, ..., mp) =mvaim; € {0, 1}
-forie{l,...,n}do
cl=sim,i
. end for
:return o = (o1, ..., on)

gswNBRE

Thuit toan 3.2.3. Lamport.Verify (m, ci€ o, pij€ pk) (n, F)
c(my, ...,mp)=m
-forie{l,...,n}do
if F(ai) # pim i then
return False
end if
. end for
. return True

(s0,0) (sl,l)r‘> (s2.0) (s3,0) F((s0,0)) F((s1.0)) F((vsz,of/}) F((s3.0))
sk: o - : pk: o o
<,s0,1> {sl,l) <s2,1> ('53,1> F(“L/S“" )) F(( sl,l)l) F((\sz,1/‘)) F((s3,1 ))

Hinh 1: Luge do chir ky cua Lamport. O ddy, m = 1011 dwoc sir dung
nhw mot thong diép vi du va cac nat mau xam chz ra nhizng bi mdt dworc tiét 16

43



Vinh University Journal of Science Vol. 52, No. 3A/2023

3.2.2. Lugc do chir ky s6 Merkle

Luoc d6 chit ky Lamport duoc m6 ta trén 1a dai dién cho cac luoc dd chir ky mot
lan. Piéu nay thudng khong phai Ia hitu ich trong thyc té. Phan nay s& trinh bay vé céach
xay dung lugc dd chix ky nhiéu 1an tir luoc d6 chit ky mot 1an, nhu dé xuat cua Merkle [1].
O day luoc db chir ky nhiéu lan kha khac voi luge dd chit ky sé truyén thdng: sé luong
chir ky téi da c6 thé duoc tao ra 1a ¢b dinh va khoa bi mat lién tuc phét trién khi né duoc
st dung dé tao ra chir ky. Diéu nay duoc giai quyét chinh thtc trong luoc do chit ky sé
Merkle véi ngit canh cua luoc do chir ky dua trén ham bam [13].

M6 ta luge dd chit ky Merkle (MSS) duoc trinh bay trong cac thuat toan 3.2.4a,
3.2.5 va 3.2.6, dugc tham sb hda bang luoc d6 chir ky mot lan triru twong (abstract) OTS.
O day h la chiéu cao cua cay Merkle, cho phép ngudi ky tao ra 2" chir ky (xem Hinh 2).
Chung ta dinh nghia mot chwong trinh con dé xay dung cay Merkle trong thuat toan 3.2.4b.
Céc quy trinh sinh khoa va ky dugc mo ta trong cac thuat toan 3.2.4a va 3.2.5 1a kha tén
kém dé thyc thi, ca vé tinh toan va sir dung b nhé.

/pk
Hinh 2: Minh hoa cdy bam nhi phan véi p = 16

Thuat toan 3.2.4. Merkle.KeyGen () (h, OTS, H)

:forie{0,...,2"} do

pki, ski < OTS.KeyGen ()

- end for

: nodeij < Merkle.BuildTree(pkKo,..., pkoh-1) // V&i0<i<hva0<j<2M
: pk < noden,o

: return pk, sko = (0; sko,...,5kah-1)

h ON
N D e L 2 IS

{oju» ( o)’7 s)w9

N
N’

OV A WN R

Thuat toan 3.2.4b. Merkle.BuildTree (leafo, ..., leafoh-1)  (h, H)

1:forje {0, ...,2" "} do

2:  nodepj « leafj

3: end for

4:forie{l,...,h}do

5. forje{0,...,2"" -1} do

6: nodeij «— H(nodei-1,.2j, nodei-1,2j+1)
7. end for

8: end for

9

- return nodeij forie {1, ...,h},je{0,...,2" "}
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Thuit toan 3.2.5. Merkle.Sign (m, skidx) (h, OTS)

- (idx; SKo, ..., Ska"-1) = sKidx

S if idx > 2" — 1 then
return Fail

-end if

: SKigx+1 < (idx +1; sko, ..., Ska"-1)

- oots «— OTS.Sign(m, skidx)

forje{0,...,2"— 1} do

pkj <— OTS.RecoverPK(sk;)

: end for

10: node;jj < Merkle.BuildTree(pkKo,..., Poh-1) // Vi 0<i<hva0<j< 2"
11:forie {0,...,.h—1} do

12:  auth; < nOdei,["d’“

<191
13: end for

14: o = (idx, pkidax, ooTs, auth)
15: return o, SKigx+1

©ONDU A WNE

Thuat toan 3.2.6. Merkle.Verify (m, o, pk) (h, OTS, H)
- (idx, pkidx, oots, auth) = ¢
. if = OTS.Verify (m, oors, pkidax) then
return False
end if
: nodeo < pkidx
-forie{0,...,h—1} do
if ll:_li mod 2 =0 then

nodei+1 < H (nodej, auth;)
else
10: nodei+1 < H (auth;, node;)
11: endif
12: end for
13: return noden = pk

3.2.3. Luoc do chir ky s6 HORS

HORS sir dung mot ban dia phuong ctia ham bim SHA-3 va mot tap hop cac chudi
ngau nhién da duoc tao ra trude d6. Cac chudi nay duge str dung dé tao ra mot chudi khoa
riéng tu, mot chudi khoa cong khai va mot chudi chit ky [1]. Thuét toan nay tao ra chir ky
bang cach ky mot théng diép voi khoa riéng tu va sau d6 mé hoa cac gia tri ky bang cach
str dung khoa cong khai.

HORST 1a mot bién thé cia HORST [1], dwa thém mét cdy Merkle trén dinh khoa
cong khai HORS dé dat duoc d6 nén khoa.

Gidng nhu trong Lamport OTS, khoa bi mat HORST bao gdm mot méang cac gia
tri ngﬁu nhién (c6 thé duoc tao ra tir mot mﬁm). Dinh nghia sk = (So, ..., St-1) bao gém t gia
tri k bit ngau nhién, trong d6 t 1 liy thira ciia hai. Nhu truéc day, chung ta 4p dung ham
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mot chiéu F dé thu dugc pi = F(si). Cac gia tri pi sau d6 duoc dit trén cac nit 14 cua cay

Merkle, va két hop dé 1ay ra nut gdc pk.

Cac thudt toan 3.2.7,3.2.8 va 3.2.9 mé ta vé HORST. O day HORST thyc hién xac
minh bang khoi phuc khoa cong khai. Dua vao chuong trinh con Merkle.BuildTree duoc

gid1 thiéu trong thudt toan 3.2.4b, dat h = log(t).

Thuat toan 3.2.7. HORST.KeyGen () (k, t, F, H)

~forie{0,...,t—1} do

si— {0, 1}¥

pi — F(si)

: end for

: nodeij < MerkleBuildTree(po, ..., pr-1) // Véi0<i<log(t)va0<j< (t/2")
: pk < nodelog(t),0

- return pk, sk = (So, ..., St-1)

~No U wWN R

Thuét toan 3.2.8. HORST.Sign (m, si sk) (x, m, t, F, H)

~forie{0,...,t—1} do
pi < F(si)
:end for

: nodeij « MerkleBuildTree(po, ..., pr1) // V&i 0 <i<log(t) va0<j< (/2"
: <m0, mm> = m // Chia m thanh céc chudi log(t) bit

log (t)

for idx {0, l(')'gi(ﬂ) —1}do

a AwN R

»

7 forie {0, ..., log(t) —x— 1} do
8: authigxi, «— node. m;4y
idx i l’lz_(iiJeal
9: end for
10:  oidx < Smidx, aUthigx
11: end for
12: ox = nodey for j€ {0, ..., 2" — 1}
. _ : lImll
13: return cigx for idx € € {0, 2 Tog(D) 1}, o,

Thuét todn 3.2.9. HORST.Verify (m, o, pk)

46

1: oigx for idx E{O, I

“TogD) 1}, 0,« o

2: (mo, e, M ) ) = m // Chia m thanh cac chudi log(t) bit
log (t) .
3: nodeij « MerkleBuildTree(po, ..., pr-1) // Vi 0 <i<log(t)va0 <j< (t/2")
. : [lml

4: for idx {0, a5 =1} do

5: SMidx, aUthidx <— oidx

6: nodeidx,o < F(SMidx)

7 forie{0,...,log(t)—x—1} do

Vol. 52, No. 3A/2023
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8: if 1™ mod2=0 then
log(t)
9: nodeidy, i+1 <— H(nodeiax,i, authiay,i)
10: else
11: nodeiax,i+1 «— H(authigx,i, N0deidx,i)
12: end if
13: end for
14: if node;gy1og(t)-x # Node, my,  then
Hlog(t)—x
15: return False
16:  endif
17: end for

18: return nodey, o = pk // o gom 2% nit, vi vay node;, , 1a gc

Diéu khién HORST trd thanh mot luge do chit ky vai 1an chir khong phai 1a OTS
1a ty 18 giita s6 nat 14 t va thong diép m. Mién 1a su khéac biét du 16n, chi mot tp con nho
cua khoa bi mat duge tiét 10 cho mdi chit ky. biéu quan trong, mot ké gid mao s€ khong
thé ty do lwa chon cac thong diép. Pé dat dugc tinh khong thé gia mao (co thé c6 trong
pham vi “mot vai” truy van thong diép), trude tién can phai ngiu nhién héa thong diép va
ldy ra mot ban tom tit thong diép n bit; day 1a “thong diép” duoc ky bang HORST [1].
Diéu nay c6 thé duoc thuc hién bang cach cho thém mét gia tri gia ngau nhién R cling
thong diép 1am dau vao cho ham mot chiéu, tao ra R mot cach tat dinh tir khoa bi mat. Gia
trj R sau d6 can phai dugc giri kém trong chir ky, dé nguoi xac minh c6 thé tinh toan lai
gi4 tri bam tir thong diép. Piéu nay duoc dé cap chi tiét hon trong [12].

3.2.4. Lwoc do chir ky sé6 SPHINCS+:

Tt ca cac cau tric chit ky Merkle ma chung ta di xét dai dién & phan 3.2.2 déu ¢
trang thai. Pé dam bao réng cap khoa chir ky mot lan trén nut 14 khong dugce str dung lai,
it nhat s& phai duy tri chi muc ctua nut 1a dugc st dung lan cubi [4]. Ngoai ra, trang thai c6
thé dugc sir dung dé tdi uu héa viée tao chir ky bang cach sir dung céc thuat toan duyét cay
[8,10].

Trang thai cling di kém v&i nhitng nhuoc diém déng chi y. Pic biét, nd 1am phirc
tap rat nhiéu viéc quan ly khoa [16]: chia sé khoa gitra cac thiét bi dot nhién tré thanh mot
van dé dong bo hoa phire tap va viéc khoi phuc tir cac ban sao luu c6 thé dé& dang dan dén
khoi phuc khong mong mudn. Didu nay mau thuin véi cac dinh nghia API dién hinh ciing
nhu nhiéu gia thiét ma nguoi trién khai va nguoi thyc hién cé thé dua ra, dén mirc Adam
Langley da goi cac chit ky dua trén ham bam trang thai 1a “mot khau sting than cong khong
16”. Trén thuc té, mot glao dién nhu Vay v6i mot khoa bi mat thay doi s& xung dot truc tiép
v6i dinh nghia cta luoc dd chir ky s6 [1].

Trong phan nay, s& xem xét SPHINCS (post-quantum stateless hash based digital
signature scheme) mot luge dd chir k}'f dua trén bam [12] khong trang thai hay SPHINCS™
(du:orc cai tién nhiéu 1an tir lu:orc dd gbc SPHINCS) (xem Hinh 3). Lugc dd ndy ching minh
rang, voi cai gia phai tra vé hiéu nang, c6 thé lam cho céc luoc dd dua trén ham bam khong
trang théi tré nén thuc té [5].
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Hinh 3: Cdu tric ciia lwoc do chiv ky sé nhiéu lan SPHINCS.

SPHINCS+ str dung mot cdp khoa cong khai - bi mat va mot ham bam SHA-256
[21]. Thuét toan nay tao ra mot chudi chir ky ngiu nhién bang cach chon ngau nhién mot
s6 luong hop 1€ [21] cac cay Merkle, mdi cay c6 mot tap hop khoa riéng tu doc lap va duoc
két hop vai cac cay khac thong qua mot chirc nang bam khdi cudi cling cua cay do. Khi
chir ky duoc tao ra, nguoi ky st dung khoa riéng tu cua minh dé ky mot thong di€p va sau
do ky tlep cac gia tri bo sung dé tao thanh chir ky hoan chinh. Do ¢6 nhiéu phién ban cai
tién & mdi bude thuc hién nén trong khudn kho bai bao review nay sé trinh bay van tit cac
budc thuc hién [14, 21]. Cac danh gia va so sanh cac dong (phién ban cai tién khac nhau
cua SPHINCS) s€ dugc thao luan trong mdt nghién ctru khac sau hon.

Cach tao chir ky 6 thue hién cdc bude sau:

4 Tao mdt cdp khoa cong khai - bi mat

4 Tao mot chudi chit ky ngau nhién

v St dung khoéa riéng tu dé ky thong diép va cac gi tri bo sung

Cach xac minh chit ky 6, thwe hién cdc budce sau;

v Kiém tra tinh hop 1& ctia cac gia tri bd sung

v Str dung khoa cong khai dé xac minh chit ky

3.2.5. Lwgc do chir ky sé Picnic

Picnic duoc danh gia 1a mot trong nhimg thuat toan chit ky s6 khang luong tur t6t
nhat hién nay [21]. Piéu ndy dugc ching minh boi viée n6 dat duge nhiéu giai thuong va
dugc str dung rong rai trong cac Gmg dung bao mat. Vo1 mirc dg bao mat va hi¢u suét tot,

Picnic duoc coi 1a mot lya chon ly tuong cho cac ing dung yéu cau bao mét cao nhu ngan
hang truc tuyén, chimg khoan va cac ung dung IoT [21].

48



Pé Thi Bdc, Bounsaveng Khit / Téng quan vé chir ky sé khdng heong tir dua trén ham bam

Co ché hoat dong ctia lugc dd niy bao gdm hai giai doan chinh: tao chit ky (signing)
va xac minh chit ky (verifying). Trong giai doan tao chit ky, nguoi st dung can phai thuc
hién cac budc sau:

- Tao ra mot khoa bi mat (secret key) va mot khda cong khai (public key) bang
céach str dung mot thuat toan sinh khoa riéng biét [21].

- Tao ra mot ban rd (plaintext) cua thong digp can ky (message), sau do st dung
mot ham bam (hash function) dé chuyén déi thong diép ndy thanh mét gié tri bam (hash
value) [21]. _

- Sir dung cac phép toan trén duong cong elip (elliptic curve operations) [21] dé
tao ra chir ky sb.

Trong giai doan xac minh chir ky, ngudi nhan can phai thyc hién cac budce sau:

- Tao ra mgt ban rd cia thong diép cAn x4c minh.

- St dung khoa cong khai ctia nguoi guri dé giai ma chit ky s6 va tao ra mot gia tri
bam mai tir thong diép nay.

- So sanh gia tri bam méi ndy véi gia tri bam duoc gui kém theo chit ky. Néu hai
gi4 tri nay giéng nhau, chir ky duogc coi 1a hop 1¢.

Véi tinh nang khang lugng tu, luge d6 chir ky s6 Picnic duoc danh gia 1a c6 kha
ning chdng lai cac cudc tin cong tir may tinh luong tir [21], vi nd dua trén cac bai toan
tinh toan kho giai trén cac hé thong dudng cong elip va cac ham bam chir khong duya trén
vi€c gidi cac bai toan trén mang ludi lugng tir.

3.3. So sdnh cdc théng sé ky thudt ciia cdc thudt todn

Trong khuon khé nghién ciru nay, chung t61 dinh hudng tong hop so sanh cac thuat
toan theo 3 hudng tiép can: tiép can theo hudng danh gia d6 phue tap thuét toan, hiéu sut
va d0 tin cdy va cung thyc thi trén co sé phan ctng hodc phan mém.

3.3.1. B¢ phikc tap tinh toan

Tinh toan do phtc tap ctia cac thuat toan trong timg budc co thé phu thude vao
nhiéu yéu td nhu ciu trac cua hé théng, kich thudce khoa va thong di€p, cach thuc cai dat
thuat toan [1]. Sau déy 1a tong hop thong tin co ban vé do phirc tap tinh toan ctia cac thuat
todn nay thong qua kich thudce khoa va do dai thong diép ¢ budce tao chir ky va xac thuc
chir ky. Dir liéu dugc tong hop trong Bang 1.

Bang 1: Tong hop do phiic tap tinh todn ciia cdc thudt todn

Ag gox Tao Xac thuc C oL
Thuat toan chit ky chit ky Ghicha

k 1a kich thudc cua khoa,
Lamport [1] | O(kl) OCkl) 113 d6 dai ctia thong diép
Merkle [1] | O(nlogn) | O(nlogn) n 13 s6 luong khoa
HORS [1] O(nl) O(nl) n 1a s6 lwong khoa, 1 14 d6 dai cua thong diép

SPHINCS+[21]| O(nk*2) | O(nk”2) | nlasd lwong khoa, k 1a kich thuéc cia khoa

Picnic [21] | O(nlogn) | O(nlogn) n 12 s6 luong khoa
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Tuy nhién day chi la d phuce tap tinh toan ly thuyet dua trén kich thudce khoa va
thong diép, trong thuc té s& phu thudc vao nhiéu yéu t6 nhu nén tang phan ctng, cch trién
khai. Dong thoi thong tin vé do phirc tap tinh toan cta cac thuat toan duoc dua ra trong
cac bai bao khac nhau tuy thudc vao tung version cua thuat toan tham khao cu thé.

3.3.2. B¢ dai chir ky, do dai khoa, tinh linh hoat

Pé thuc hién so sanh cac thudt toan Merkle, Lamport, HORS, SPHINCS+ va
Picnic, ta dwa trén cac thong s6 quan trong sau day:

- B dai chir ky (Signature length): D dai cua chir ky tao ra bdi thudt toan, dugc
tinh bang bit.

- B0 dai khoa (Key length): Do dai cua khoa dugce s dung boi thuat toan, dugc
tinh bang bit.

- Tinh linh hoat (Flexibility): Kha ning st dung v&i nhiéu loai dit liéu va ing dung
khac nhau.

Bang 2, tong hop cac thong s6 md ta trén cla cac thuat toan Merkle, Lamport,
HORS, SPHINCS+ va Picnic.

Thong qua bang cho thiy Merkle c6 d6 dai chit ky va khoa twong ddi dai, tinh linh
hoat cao. Lamport c6 d¢ dai chir ky rat dai, 46 dai khoa ng’fm, tinh linh hoat thép. HORS
c6 do dai chit ky va khoa ngan, tinh linh hoat cao. SPHINCS+ va Picnic ¢6 do dai chir ky
va do dai khoa kha ngan, nén s& phu hop v6i nhiéu ing dung khac nhau. Trén co sé cac
thdng ké trén ciing 1a mot quan sat hd tro cac nha phat trién tmg dung lya chon.

Bang 2: Tong hop thong sé vé d dai chit ky, dé dai khéa va dg linh hoat

Thuét toan Do dai chir ky P§ dai khéa | Tinh linh hoat
Lamport [1] 1024-4096 512-1024 Thap
Merkle [1] 256-512 256-512 Cao
HORS [1] 40-100 40-200 Cao
SPHINCS+[21] 128-512 128-256 Cao
Picnic [21] 128-512 128-256 Cao

3.3.3. Thuec thi trén phan mém, phan cimg

Dé c¢6 thém nhitng goc nhin méi hd tro cic nha phan tich lwa chon giai phap ky s6
phu hop va hiéu qua cho timg loai tmg dung cu thé, chung t6i tong hop thém nhing dir
liéu dé dugc cong b6 rai rac trong mot s6 nghién ctru cia nhidu tac gid khac nhau. So sanh
nay dwa trén s6 phép tinh trén 1 don vi thoi gian 13 gidy. Pong thoi dé dam bao tinh dong
nhét va c6 nhiéu goc nhin, cac thuat toan cung dugc cai dat trén mot céu hinh may vai 2
phuong an sau day va két qua dugc tong hop trong Bang 3.

« Phuong an 1: Chay trén phin mém véi cau hinh may 1a CPU Intel Core i7-6700K
v6i ma ngudn trién khai trong OpenSSL va kich thudc khoa 256-bit:

« Phuwong an 2: Chay trén phan cing md phong FPGA Zyng-7020 véi mé ngudn
trién khai trong Verilog va kich thuéc khda 256-bit:

Tuy nhién day chi la cac gia tri tham khao va cac so liéu thuc té ¢6 thé khac nhau
tuy thudc vao cac yéu t6 nhu nén tang phan cimg, ma ngudn trién khai, kich thudc khoa,
sO lugng vong lap, va kich thude thong diép.

50



Pé Thi Bdc, Bounsaveng Khit / Téng quan vé chir ky sé khdng heong tir dua trén ham bam

Bang 3: Tong hop so phép tinh cua cac thudt todn trong cdc phirong dn dé xudt

Thuat toan Phwong an 1 Phwong an 2
Lamport [16, 17] 650 1,500
Merkle [16, 17] 10,000 30,000
HORS [16, 17] 8,000 7,000
SPHINCS+ [15] 20 180

Picnic [19] 4 20

3.4. Phén tich nhitng han ché ciia cdc thudt todn va dé xudt cdc gidi phdp dé cdi
thién hiéu qua va kha nang vng dung cua chung

Céc han ché ctia cac thuat toan chir ky sé khang luong tir dwa trén ham bam duoc
thao luan nhiéu trong cac nghién ctru nhu [1- 5] [16-19] va dugc khai quat nhu sau:

* D6 dai khoa: Mot s6 thuat toan yéu cau khoa rat dai d¢é dam bao tinh khang lai
cac cudc tin cong khang luong tir. Diéu nay doi hoi bd nhé 16n hon va tén kém hon trong
viéc luu trit va truyén tai khoa.

* Tinh hiéu qua: Céc thudt toan c6 tinh todn phurc tap cao hon, lam cho vi¢c tao va
xac minh chir ky tr¢ nén chdm hon. Diéu nay dic biét quan trong dbi véi cac ng dung yéu
cau téc do xir Iy nhanh, chang han nhu trong cac giao dich tai chinh tryc tuyen

« Do tin cdy: Cac thuat toan khang luong tir dua trén ham bam déu dua trén gia
thuyét rang ham bam khong thé bi tAn cong boi cac cudc tin cong khang lugng tir. Tuy
nhién, gia thuyét nay co6 thé khong dugc chimg minh hoan toan ddi v6i cac ham bam hién
tai, do do d¢ tin cay cua thudt toan co thé khong dugce dam bao.

Dé cai thién hiéu qua va kha niang Gng dung cta cac thuat toan chir ky sb khang
lwong tir dya trén ham bam, trén co s¢ cc nghién ciru va danh gia trén va tong hop cac két
qua tur cac nghién ctru cho thay c6 thé str dung cac giai phap sau:

* T6i wru hoa do dai khoa: Cac nghién ctru ¢6 thé tim cach t6i uu hoa do dai khoa
dé giam tai cho viéc luu trix va truyén tai khoa [16, 19].

« T6i wu hoa tinh toan: Cac thuat toan méi co thé duge phat trién dé tdi uwu hoa tinh
toan va ting tdc qua trinh tao va xac minh chit ky [1, 3].

« Nghién ciru cdc ham bam méi: Cac ham bam méi c6 thé dugc nghién ciru dé dam
béo tinh khang lai cac cudc tin cong khang luong tir [16].

« Sir dung céc thuat toan két hop: Sir dung cac thuat toan két hop khac nhau c6 thé
cai thién tinh hiéu qua va d tin cay ctia hé thong chir ky s6 khang luong tir [14, 20].

3.5. Pdnh gid khd ning iing dung ciia cdc thudt todn chir ky so khdng lwong tiv
dwa trén ham bam

Duya trén co s6 cac ddc trung riéng cua tung loai tmg dung va tinh chit n6i bat ciing
nhu nhugc dlem ctia mdi thuat toan, cac danh gia vé tiém niang ing dung cua cac thuat

toan chit ky s6 khang lugng tir dya trén ham bam trong viéc bao vé thong tin truyén tai
dugc thao ludn trong nhiéu két qua nghién ctru nhu [1-5], [10-16]... Cu thé nhu sau:
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« C4c thuat toan chit ky sé khang lwong tir dua trén ham bam nhu Merkle, Lamport,
HORS, SPHINCS+, Picnic déu c6 kha ning bao vé thong tin truyén tai trong nhiéu linh
vuc khac nhau, bao gdm ngan hang, thuong mai dién tir va chinh phu.

« Trong linh vuc ngan hang, cac thudt toan ndy c6 thé duoc sir dung dé bao vé thong
tin nhay cam nhu thong tin tai khoan va giao dich tai chinh cuia khach hang.

* Trong linh vyc thuong mai dién tir, cac thuat todn nay co thé dugce str dung dé xac
thuc chit ky s6 ctia cac bén tham gia trong cac giao dich truc tuyén, dam bao tinh toan ven
va bao mat ctia thong tin truyén tai.

* Trong linh vyc chinh phu, cac thuat toan nay co thé duoc st dung dé bao vé cac
thong tin nhay cam nhu thong tin quan su va chinh sach qudc gia.

Tom lai, cac thudt toan chit ky s6 khang luong tir dua trén ham bam c6 thé duoc st
dung trong nhiéu ung dung bdo mat khac nhau, noi ma tinh bao mat va do tin cay cao la
rat quan trong.

4. Két luan

Bai bao téng quan vé cé4c thuat toan chir ky s khang luong tir dya trén ham bam
nodi chung ma dac biét 1a cac thuat toan dai dién nhu Merkle, Lamport, HORS, SPHINCS+
va Picnic déu c6 nhitng wu diém va han ché riéng. Tuy nhién, chiing déu 1a nhimg phuong
phap bao mat hiéu qua trong viéc chdng lai cac cudc tan cong cua ké xam nhap va tan cong
khang lugng tu.

Céc thuat toan nay c6 kha nang wng dung rong réi trong nhiéu linh vue, dac biét la
trong linh vuc ngan hang, thuong mai dién tir va chinh phua. Ching cé thé dugc sir dung
dé bao vé thong tin truyén tai, dam bao tinh todn ven va bao mat di liéu. Vi vay, cac thuat
toan nay dang duoc sir dung rong rai trong thuc té va tiép tuc dugc phat trién dé cai thién
hiéu qua va d¢ tin cay cua chung.

Tuy nhién, voi sy phét trién nhanh chong cua cong nghg, cac ke tdn cong ciing
khong ngung cai tién ky thuat tan cong cua minh. Vi vay, can tiép tuc nghién ciru va phat
trién cac thuat toan bao mat méi dé dap tng duoc céc thach thic cua twong lai khi may
tinh lwong tir tré thanh thiét bi phd dung.

Trong tuwong lai, cac thuat toan chir ky s6 khang luong tir dira trén ham bam sé tiép
tuc duoc tng dung rong i trong cac linh vuc bao mat thong tin. Tuy nhién, dé dap @ng
duoc cac yéu cau cua thi truong va phat trién cua cong nghé, cac nha nghién ciru mat méa
can tap trung vao viéc nghién ctru va phat trién cac thuat toan mai, dong thoi cai tién cac
thuat toan hién tai dé dam bao tinh toan ven va bao mat dit liéu trong tuong lai.
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ABSTRACT

AN OVERVIEW OF QUANTUM RESISTANCE DIGITAL
SIGNATURES BASED ON HASH FUNCTIONS
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Facing the challenge of developing quantum computers, quantum-resistant digital
signature algorithms have been developed based on hash functions and have received the
attention of many scientists. This paper focuses on evaluating hash function-based
quantum-resistant digital signature algorithms and their applicability in protecting
transmitted information. Analyzing, synthesizing and comparing the strengths and
limitations of the algorithms is the main research method of the paper. It also highlights
the challenge of applying them in different fields such as banking, e-commerce, and
government. The article is useful for those who are just starting to study quantum-resistant
digital signatures, helping them get an overview of the field. It also assists regulators,
governments and other organizations in making decisions and policies regarding digital
signature security platforms.

Keywords: Quantum-resistant; digital signature; hash function; information
security; cryptography.
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